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9.1 The order of an integer and

i primitive root

+ If (@, m) =1, then 3 ¢g(m) > a”™ =1 mod m, ¢(m) <
Z*. Thus by the well-order property, 3 a least
positive integer X > a*=1 mod m.

Def:
Let (@, m) =1,
the least positive integer x > a*=1 mod m

IS called the order of a modulo m,
denoted by ord. a .
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Thm:
If(a, n)=1, then a*=1 mod n, Iff (ord a)|x.

Proof:

— |ford, a|x, then 3k € z> x = k-ord,a
c.oax= (a%dnd)k =1 mod n

<~ Ifa*=1modn. Letx=qord,a+r,
O<r<orda.

Thus, .. a*=(a°da)d.a" =1 modn
. 0<r<ord,a, and ord a is the least
integer > a®dn@ = 1 mod n

.r=0= ord alx
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Corollary:
If (&, m) = 1, then ord_a|#m)
Proof:
Following by Euler Theorem and above Theorem
directly.
m=11
Reduced @ Am) =10
reside set 1|¢(m), 2|@(m)
(M) 5|¢(m), 10| 4(m)

di|¢(m)
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Thm:
If (@, n) =1, then a'=a mod n iffi =] mod (ord a)

Proof:
(—) Ifi=) mod (ord,a),
then a' = altkordna = gl mod n

(<) If @ = a mod n.
‘Caza-a-‘modn=a-a-'=a modn
" (@a,n)=1=(a,n)=1.
Thus, by Cancellation of a/, we have a'-/=1 mod n
= ord.a|(i - J), thus, i =] mod (ord,a)
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Primitive roots

Def:

If (r, n) =1 and if ordr = ¢(n),
then r is called a primitive root modulo n.

Reduced reside set

#m)

q
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Question:
1. For any given n, does a primitive root modulo n
exist?
2. If it exists, how to find one?
3. How to find all the primitive roots?
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Thm:
If (r, nN) =1 and r is a primitive root modulo n, then
the set of integers S ={rt, r2, ..., rdn}
form a reduced residue set modulo n.

Proof:
We must show that
(1) (r,n) =1, V1<i< ¢(n)
2)rzimodnVizjand1<i<¢gn),1<j< d(n)
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(1) . (r,n=1,..(r,n)=1foranyi e Z*

(2) Assume that r' =P mod n , then i = j mod ¢(n),
however, for1<i<g(n)and 1 <)< ¢g(n), it
Implied that i =,

.S Is a reduced residue set modulo n. M
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Thm: t
If ord,a=tandifu e Z*, then ord(a") = ——=

(t, u)

Proof:
Lets=ord(a"),v=(u),t=t,vand u=u.v
then (t,, u,) = 1.
(1) (@Y = (@)= (a)'1=(1)"1=1 mod m

. s=ord. (aY)
(2) ""(@a¥)s=a“>=1mod m, .. t=ord_ alus
= t,v]|u,vs =t |u,s
But(t,,u)=1=1]s
J.s=ord (aY)=t,= t t O

v (t, u)
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Corollary:

Let r be a primitive root modulo m. Then rV is a primitive
root modulo m iff (u, g(m)) = 1.

Proof; ord r ord _r
o o U: m — m —
© O™ word ) T (ug(my ~A™

. rvis a primitive root modulo m iff (u, gm))=1. =
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Thm:

If m € Z* has a primitive root, then it has a total of
##(m)) incongruent roots.

Proof:

Let r be a primitive root modulo m, then ri,r2, ... rdm
form a reduced residue system modulo m.

However, rV is a primitive root iff (u, ¢g(m)) = 1.

Since there are exactly #(#(m)) such u,

there are exactly ¢(¢(m)) primitive roots modulo m. =
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= Thus, if we can find a primitive root r modulo m,
then we can generate all the primitive root modulo m
by calculating r* mod m, where (u, ¢g(m)) = 1.

s Ifp=2q+1, where p, g are primes.

= HHP)) = X29) =q -1

= rates of primitive root:

q-1 zi,ifq>>1.
20+1 2
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9.2 Primitive roots for primes

« Every prime has a primitive roots.

Def:

Let f(x) be a polynomial with integer coefficients.
An integer c Is said to be a root of f(x) modulo m
If f(c) = 0 mod m.

Remark:

1. If cis a root of f(x) mod m,
then u is also a root If u = ¢ mod m.

2. h(x) = xP-1-1 has exactly p -1 incongruent roots
modulo p, where p is prime,
(Le., x=1, 2...,p-1 (mod p))
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iThm: Lagrange’s Theorem

Let f(x) = a x"+ a, X" +...+ a,x + a5 be
a polynomial of degree n, n > 1, with a; € Z and ,
then f(x) has at most n incongruent roots modulo p.

Proof: By mathematical induction.
a
When n = 1, then x= —gois the only root

modulo p of f(x). Thus it is true for n = 1.

Suppose it is true for polynomials of degree n-1.

Let f(x) be such a polynomial of degree n.

Assume f(x) has n+1 incongruent roots modulo p, say
C:Cys---C, 2 f(c,) =0mod p fork=0, 1, ..., n.
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We have f(x) - f(cy) = a,(x"-c.,") +...+ a,(X- c;)
= (X- Cp)9(x)
Where g(x) is a polynomial of degree n-1.

"."f(c,) - f(c,) = (¢, cy)g(c,) = 0 mod p and c, # c, mod p
= 9g(c) = 0.

.".C, Is a root of g(x) mod p.
.".g(x) has n incongruence roots modulo p.
This contradicts the induction hypothesis.

Hence f(x) must have no more than n incongruent roots
modulo p. =
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Thm:
Let p be prime and d | p-1. Then the polynomial xd -1
has exactly d incongruent roots modulo p.

Proof:
Let p -1 = de, then
XP-1-1= (x9-1)(xdED) + xdE-2) +  + xd+1 ) =(x9-1)g(X)
"." XxP-1-1 has p -1 incongruent roots modulo p and any

root of xP-1 modulo p is either a root of x4-1 mod p or
a root of g(x) modulo p.
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But g(x) has at mostd(e -1) =de-d=p-d-1 roots
modulo p.

.". the polynomial x4-1 has atleast (p-1)-(p-d-1)=d
incongruent roots. On the other hand, x4-1 has at
most d incongruent roots modulo p.

.. X4-1 has exactly d incongruent roots modulo p. &
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Thm 9.8:

Let p be a primeand letd e Z*and d | p -1.
Then the number of incongruent integers of order d
modulo p is equal to ¢(d).

Proof:

Let F(d) denote the number of positive integers of
order d modulo p that are less than p,

then p—1= > F(d)

djp-1

However, p—1= Y ¢(d)= > ¢(d) = > F(d).

dp-1 d|p-1 d|p-1
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If we can prove that F(d) < ¢(d).then we have F(d) =

#d). Letd | (p -1). If F(d) = 0, then F(d) < ¢#(d).
Otherwise, 3 a > ord,a = d satisfying at, a2, ..., a“
are incongruent modulo p.

And (ak)dmod p =1 Vk eZ*.

"." X4-1 mod p has exactly d incongruent roots

modulo p, so every root modulo p is congruent to
one of a!, 1<i<d.

But the power of a with order d are those of the form
akwith (k, d) = 1 = F(d) < ¢(d) O
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Letp = 11,
1'=1modp, 2'"=1,3>=1,4>=1,5°=1
69=1,79=1,8"=1,9°=1, 10°=1

10 2,6,7,8 4
S 3,4,5,9 4
2 10 1
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#p)=10

9-23



Corollary :
Every prime of has a primitive root.

Proof:

Let p be prime. From above theorem, there are ¢(p -1)
Incongruent integers of order p -1 mod p.

.. p has ¢(p - 1) primitive roots.
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= Letr be a primitive root modulo n and
the of g(n) be d,, d., ..., d.
Finding all primitive roots modulo n.

Sol: Find all integers s such that (s, #(n)) = 1.
Then all r mod n are also primitive roots modulo n.

$(n)
= ¢ % mod nis an element whose order is d,.
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i 9.3 The existence of Primitive Roots

Object:
To find all positive integers having primitive roots.
Thm:

If p Is an odd prime with primitive root r,
then either r or r + p is a primitive root modulo p2.

Proof:
Since r is a primitive root modulo p = ord,r = ¢(p) = p-1
Let n =ordyr, then =1 mod p* = r"=1 mod p.
.".p -1|n and n|#(p®) = p(p -1)
=n=p-lorn=p(p-1) (1)
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(1) If n = p(p -1), then r is a primitive root modulo p-.

(2) Ifn=p-1=r"1=1mod p-.
Let s= . (Note s is also a primitive root mod p)

Then sP-1= (r+p)pr-1 .
=P+ (p-1)rP2p + [g - ]rp-3p2 +...+pP-1
= rP-1 + (p-1)rP-?p mod p?
= 1+ (p-1)prP2 mod p?

" pre2# 0 mod p? = sPt~ 1 mod p? = ord?s #p -1

. ordy?s = p(p -1) = ¢p?)
— S =r + pis a primitive root mod pZ.

9-27



+

EX:

The prime p =7 has r = 3 as a primitive root.
From (1) = either ord,43 = 6 or ord,,3 = 42.

."3%% 1 mod 49 = ord,g3 = 42 (= 7x6),
= 3 Is a primitive root mod 49.

Note:

1. It is very seldom that a primitive root r modulo p
IS not also a primitive root modulo p2.

2. If r is a primitive root modulo p?, and , then
ris also a primitive root modulo p.
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Thm:
Let p be an odd prime. Then pkhas a primitive root
for all keZ*. Moreover, if 1 is a primitive root modulo p?,
then  is a primitive root modulo pX,
for all positive integers k.

EX:
IS a primitive root modulo 7 and 72.

is also a primitive root modulo 7k, vk e Z*.
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Proof: Strategy: #(p¥) = p*1(p -1)
1. If r is a primitive root modulo p?, i.e. rP-1 =1 mod p?.
Show that r” %« 1mod p* (1)
(By mathematical induction)

2. Using mathematical induction, show that

ord ,r =p“(p-1)=¢(p*)
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i (1)The case of IS true, since r is a primitive root

modulo p2. Assume that it is true for . Then

o (r, p)=1 = (r, pk1) = 1. .". from Euler's Thm.,
we have rpk_z(p_l) — r¢(pk_1) — 1mod pk—l
=1+ dp k1, where p 1 d.

L (r p"'z(p—l))p _ P D) (L+dp*™t)° =1+ p(dp*?) +

+(F2)j(dp“)2 .+ (dp ) =1+dp* mod pk+t

pld, P P 1 mod pket
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(2)Let n = ord [ ,thenn | &p¥ = pki(p-1). However,
since r”—lmod pk:>r” =1 mod p = p-1 | n.

JS.n=pip-1), wheretez >0<t<k-1.
k—2 t k—2—-t
fO<t<k-2 then rP (P =(rP )P -1
k-2
mod pk= rP "1 =1 mod pk, it would contradict (1)

n=ord ,r=p“(p-1) =¢(p")
= ris also a primitive root modulo pk ]
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## -+ <« How to find a primitive root modulo n?
Let ¢(N) = P,'P, ...p ¢ t,21, V1<i<k.
1. Randomly choose an integer r, 1<r < n-1.
Check ifr%n) +1 modn, V1<i<k (1)
2. If (1) holds for all i, then r must be a primitive root

modulo n.

Ex. n=37, ¢(n)=2%x32, d=1,2,3,4,6,9,12,18.36
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L =37, ¢(n)=22x32, d=1,2,3,4,6,9,12,18.36
an) 18 An) _19 AAN) _A2p) _p-1 1

2 3 an) 2p 2p 2

2 If n=2p + 1, a(mod n,) = a(mod n,)
If n, | n; and (a mod n,) < n,.
A=kn,+ b, 7 mod 4 = 7 mod 2
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Thm: If ais an odd integer and if k eZ*, k > 3, then
#(2")
a 2 =a° =1mod 2

Proof:

By using mathematical induction.
If ais an odd integer,thena=2b + 1, b € Z* U {0}

J.ac=(2b+1)°=4b°+4b+1=4b(b+1) +1
Since either b or b+1 is even = 8 | 4b(b + 1)
= a’=1mod8 .. Itistrue whenk = 3.

Assume that a2 = 1 mod 2k, then
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Idez ra® =1+d.2*
na? =@ )2 =1+d -2kt g2 2%

k-1
—a’ =1 mod 2¢*

2k—2

Remark:

1.From this theorem we know that no
other than 2 and 4, has a primitive root.

2.The largest possible order modulo 2k, k>3, is
¢(2k) _ 2k—2-
2
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Thm: ok
Let k > 3, then ord2k b= % = 242,

Proof:
Since 52 =1mod 2¥(from above theorem), if we

can prove that ord_, 5 y2k3,
.e,52 =1mod 2" then ord , 5 =22
By mathematical induction, for k = 3,
5=1+4mod8
=1 + 21 mod 2k = 1 mod 2k,
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Assume that 5% =1+ 2“*mod 2"
then 3 deZ* 552 =1+2%14+(d.2*
52T 2 (142N 1 21+ 25 N)d - 25 +(d - 2%)?
= (1+2"N? =1+ 2" +2%? =1+ 2“ 21mod 2"

k
coord 5 = ACHIPIE =

Thm:

Ifn € Z* and n = pt or n = 2pt, where p Iis an odd
prime, then n does not have a primitive root.
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roof:
Letn e Z*andn = pltlpzt2 epm

m
Assume that n has a primitive root r, then

(r, n)=1 and ordr = #(n).

() =1=(r,p")=1vi<i<m,

By Euler's theorem, we have r*®") = 1mod p.",Vi.
Let u =lem(¢(p,"),¢(P,* ).~ #(P, "), then

r'=1mod p,Vi=122,--m
.By CRT, we havert=1mod n = ord.r = ¢(n) < u.
" @(n) is multiplicative = ¢(n) = ¢(p,* P, - P, ")
=¢(p) - H(P ")
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= #(P,)d(P,?) - ¢(p, ™) <lem(g(p,*), #(P,2) - AP ™))

However , it is only possible for that
d(p,),d(p,?), - p(p. ™) are pairwise relative prime.
= d(P,")=p." (P -1 isevenif pis odd,

orif p,= 2 and t, >2.

S (P, d(p, ), @(p, ™) are not paitwise relatively
prime unlessm=1and n=ptorm=2 and n = 2p,
where p is an odd prime and t is positive integer. =
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Thm:

If pIs an odd prime and t €Z*, then 2p! possesses a
primitive root. Let r be a primitive root modulo pt.

() If r is odd, then r is also a primitive root modulo 2pt.
(i) If ris even, then r + ptis a primitive root modulo 2pt.

Proof:
If r is a primitive root modulo pt, then

r*®) —1mod p' = no a < ¢(p!) > r2=1 mod pt

CLH20) = 42) HpY = HpY) = 1P =1 mod pt (1)
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i(i) If ris odd, then r%2P) —1 mod 2 (2)

S %% =1 mod 2p' = ris a primitive root modulo 2pt
(i)lf ris even , then r + ptis odd.

o (r + pt)¢(2p‘) =(r + pt)¢(pt) =1mod p!'

and (r +p')*?") =1mod 2

= r + ptis a primitive root modulo 2pt. B

Thm:
The positive integer n, n > 1,
possesses a primitive root iff n = 2, 4, pt or 2pt,
where p is an odd prime and t € Z*.
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0.4 Index Arithmetic

w Let r be a primitive root modulo m, m €Z*, then
S=1{rr?..., rdm}
IS a reduced system of residues modulo m.

If a € S, then 3 a unique integer x with 1 < x < ¢(m) >
*=a mod m.

Def:
Let m be a positive integer with primitive root r.
Ifa € Z* with (a, m) =1,
then the unique integer x with 1 < x < ¢(m) and r* = a mod m
IS called the index of a to the base r modulo m.

We write x = ind,a (assume m is fixed) and
a=r""" mod m
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Property:
If a=Db mod mand (a, m) = (b, m) =1,
then ind.a = ind.b
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Thm:

Let m € Z* with primitive root r, and a, b be integers
relatively prime to m. Then

() ind.1= 0 mod ¢#(m).
(i) ind (ab) = ind.a + ind b mod #(m)
(iii) ind.ak = k-ind.a mod ¢(m) ifk € Z*
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iProof: (i) ".'rdMm =1 mod m = ind.1 = ¢(m) = 0 mod #(m)
(i) (D r"** =ab mod m and
(z)rindra+indrb _ rindra ] rindrb _ ab mOd m
~.ind (ab)=ind a+ind b mod ¢(m)
(i)~ 1™ =a* mod m and (r"**) =a* mod m
~.ind a“ =k -ind a mod ¢(m)

Ex: Solve 6x2=11 mod 17
Sol:

(1)Find that 3 is a primitive root of 17. Form table 1, we
have ind;(6x*?) =ind;11 = 7 mod 16
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i Using (i) and (iii), we have

iInd;(6x*?) = ind;6 + 12ind;x mod 16
= 7 =15+ 12-ind;x mod 16

= 12:ind;x = 8 mod 16
= Ind;X =2 mod 4

= ind;x = 2, 6, 10 or 14 mod 16
..Xx=32=9, or x=36=15, or x=319=8, or x=314=2

Table 1.indices to the base 3 modulo 17

3

4

S}

6

-

8

9

10

11

12

13

14

15

16

iInd;a

16

14

1

12

5

15

11

10

2

3

-

13

4
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Use table 1 to find all solutions of 7%= 6 mod 17
Sol:
Ind;(7*) =ind;6 = 15 mod 16 From (iii), we have
INd;(7*) = x-ind;37 =11x mod 16 = 15 mod 16
"111=3mod 16 .. x=13 mod 16

Def:

If mand keZ* and (a, m) = 1. We say that
a Is a kth power residue of m
If

X<=a mod m
has a solution.
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Thm:

Let m €Z* and r be a primitive root modulo m.

If k e Z* and (a, m) = 1, then x*=a mod m has a
solution iff $(m)

a ¢ =1mod m
where d = (k, ¢g(m)).

Furthermore, if there are solutions of xk=a mod m,

then there are exactly d incongruent solutions
modulo m.
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x“ =a mod m has holds iff k -ind x =ind.a mod ¢(m) (1)
Letd =(k,¢(m))andy =ind x 5 x =r" mod m.
Then ky =ind a mod ¢(m) (2) has no solution if d | ind a.

Hence there are no solutions of x* =a mod m if d }ind a.
If d |Ind &, then there are exactly d solutions > (1) holds.

Since d |ind a iff ¢(dm)indra:0 mod #(m)
$(m)
and this congruence holds iff a ¢ =1 mod m. O

g(m). A o
( r ind a=0 mod ¢(m)=inda ¢ =0 mod g(m)=a ¢ =1 mod m.)
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Ex: Determine whether 5 is a sixth power residue of 17
(i.e., whether x=5 mod 17 has a solution.)

16
Sol:-+ (6, 16) = 2and 5419 =5% = _1 mod 17 #1 mod 17
. 5 Is not a sixth power residue of 17.

Thm™If n is an odd compositive positive integer, then

. n-1
n passes Miller's test for at most R bases b

with 1<b <n-1.
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Lemma:

Let p be an odd prime and let e, ge Z*. Then the number
of incongruent solutions of

X49=1 mod p®
is (g, peH(p -1)).

Proof:

Let r be a primitive root of p&then x4= 1 mod p® iff qy
= 0 mod ¢(p®), where y =indx. .” There are exactly (q,
#(p®)) incongruent solutions of gy = 0 mod ¢(p®) = there
are (g, #(p®) = (g, p*(p -1)) incongruent solutions of xd
= 1 mod p®.
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i Proof of Thm"™;

Letn-1=25ts eztandtisodd andt ez*.

For n to be a strong pseudo prime to be base b,
either bt= 1 mod n orb?* =—1mod n for some 0 <j <

s-1. In elther case, bn-1= 1 mod n.
1)) =(n-1p,-1). (page 195)

Let n= plel pze2 prer-

."there are (n-1, p,-ej‘l(p,- -1))=(n-1,p;-1)
p,”’,j=12,---,r. incongruent solutions of
x"-1=1 mod H(” -1p;-D
.".By CRT, there are exactly

incongruent solutions of ¥%2 =1 mod n.



+

()Forpeke > 2" P~ - 1 _ - Sg,(pk=3,ek:2)

|0k pE“ pE 9
H(n Lp,-1< H(p, -1 < Hp(— )< n
§n<—(n 1) for nzp.. Hp( P )Sz(n—l)

n-1 =
". there are at most 4, integers b, 1 <b <n, for

which n is a strong pseudo prime to be base b.

(2)For n = p,p,...p,, where p,, p,,..., p, are distinct odd
primes. Let p. —1=2"t. ,i=1,2,...,1, s, tez"and t is
odd. Reorder the primes p,,p,,...p, (if necessary) so
thats; <s,< ... <s. Note that (n-1, p;-1)= 2" (¢, t.)
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The number of solutions of xt=1 mod p'is T,=(t,t).
There are 2it solutions of x2'* = —1mod P;,

0 <] <s-1, and no solutions otherwise. .. By

CRT, there are T,T,...T, solutions of xXt=1 mod n, and
2T, T,...T, solutions of x?'* = _1modn ,0<j<s-1.

2I’—1

-1 S r
.".there are a total of T, ---T{1+22”} -TT, ---T{1+ 2 }
j=0

Integer b, 1 <b <n -1, for which n is a strong pseudo
prime to the base b.

Note that ¢(n) = (py-1)(P,-1)..(pi-1) = L, -2
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We want to show that TT,---T, {1+ 5:;} < ¢(4n)
251r _1 251 _1
1+
.. 2" -1 _ or_1 - 1 gi
281+82+ +S, 281 2r _1 4 |f r23

1+

When r = 2, n = p,p, with p, —1=2%t,
and p—1=2%,5<s.

{1+ 2 —1} L2111
If s,=s,, then _ 3 3 3.2 1
2" 2%, 92%79 252751 4
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If s, =s,, then (n-1, p,-1) = 25T, and (n-1, p,-1) = 25T,.
Let note that T, # t,, for if T,=t, then (p;-1) | (n-1), so
that n = p,p, = p, =1 mod p,-1 which implies p, > p,.

T #EL
t tt
=T, sé,.-.Tsz s%.

2% —1
H 3 1 2° —1 2°° 1 1
- <ZSTT |1+ —|<tt, =—= #(n) n-1 n-
2% 6 6 6 4
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Remark:

The prob. that n Is a strong pseudo prime

to the random chosen base b, 1 <b <n-1,
IS close to ¥ only for integers n with prime factor is of
the form

n=p.0;
with p,=1+ 2q, and p, = 1+ 4q,
where (,,9, are odd primes, or
N =P;1PoP3
with p, =1 + 2q,, p, = 1+2q, and p; = 1+ 2qs,
where q,, d,, g5 are distinct odd primes.
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i 9.5 Primary Test using primitive roots

From Thm, we know that n € Z*, n > 1, processes a
primitive root iff n =2, 4, pt, or 2pt, where p is an odd
prime andt € Z*.

Thus, if n € Z* and is odd and
If 3 xe Z* > x Is a primitive root satisfying
x"1 =1 mod n,
then n is prime.

Note: If n = pt > 1, then xA" =1 mod n, where
#(n) = p*(p-1) = n-1.
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Thm:
fneZtandifdx e Z* >
X1 =1 mod n
and
Xx("-1)/9 1 mod n
for all prime divisors g of n - 1, then n is prime.
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Proof:
Xx"1=1 mod n, = ord x|(n-1). If ord x = n-1, then
d ke n-1=k - ord X, then

1 kxordpx k

X9 =X ¢ =(x°rdnx)a:1 mod n

x T =1 mod n,vq|n —1)

Where g Is a prime divisor of k. However, this
contradicts the hypothese of the theorem
.ord X =n -1, ord X< n-1, we conclude that ¢(n)
=n-1=nis prime.

————
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Corollary:
If n € odd positive integerand if x € Z* >
x("-1)2 = -1 mod n
and
x("-1)/9 1 mod n
for all prime divisors g of n - 1, then n is prime.
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This primality test is a deterministic test and is
presented by Lucus.

1. In order to use this primality test, it needs to
factor n-1 in advance. If n-1 cannot be factored, then

the method Is infeasible.

2. This test is very useful for test the primality of Fermat
numbers.
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Thm:

If n is composite, this can be proved with O((log,n)?)
bit operations.
(When the appropriate information is know ).

Proof:

If n Is composite , then 3aand bwith 1<a<n, 1<b
<n and n = ab . Taking O((log,n)?) bit operations to
proof that n is composite.
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Thm :
If n is prime, this can be proven using O((log,n)#) bit
operations.
(When the appropriate information is known)

Proof :

Let f(n) be the total number of multiplications and
modular exponentiations need to verify that the integer
nis prime. |

We want to show that f(n)< 3(899—2 (1)

f(2)=1= (1) Is true . ]

Assume that for all primes g, g < n the

logn
inequality f(Q)Sf{Iogzj—g_%S is true .




If nis prime, then 3 2"q,....... g, and x satisfy
. n-1=223q;...... g, = t multiplications.
i. Qs prime V1< i <t=1(qy), V1<i <t

n-1
i. x2 =——1modn—1 €xponentiations
n-1

v, x4 ;tlmodn V1<i<t exponentiations

i=1

=3log, n—
1 moddulargezxponentiation requires O((log,n)?3)

.". Total number of bit operations needed is O((log,n)?).
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Remark :

1. Above theorem cannot be used to find this short proof
of primality, since the
factorization of n -1
and
the primitive root x of n
are required.

2. An efficient primality test requires fewer than
(log, n)*'°%°%"°%" bt operations, where ¢ is a constant.
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9.6 Universal Exponents

Def:

A universal exponent of positive integer nis a
positive U such that

a’=1 mod n,
for all integers a relatively prime to n.

Remark: If n = ppz...p» and (a,n) =1 then
a’") =1 mod p*,
where p" | n.

=a’ =1 mod n if U =lcm(d(py),d(p2),....a(p)),

—=U exixtforallneZ".
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Problem :
1. Given n, what is the least universal exponent of n?

2. How to find a >
ord.,a = A(n),
where A(n) is the least universal exponent
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Def :

The least universal exponent of the positive integer n is
called the minimal universal exponent of n,
and is denoted by A(n).

Remark :
1. If n has a primitive root , then A(n) = £(n).

(@) n = pt, then A( p') = A pt)=pt1( p-1), where p is
odd prime and t €Z*.

(b) n = 2, then A(2) = &(2) = 1.
(c) n =4, then A(4) = A4) =2.
(d) n=2p', then A(2pY) = &A2p") = p*(p-1).
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Remark :
1. If n has a primitive root, then A(n) = ¢(n).

(@) n = p', then A(pY) = ¢(p) = p“*(p-1),
where p is odd prime and t €Z*.

(b) n =2, then A(2) = ¢2) = 1.

(c) n=4,then A(4) = ¢(4) = 2.

(d) n = 2p’, then A(2pY) = ¢(2p") = p**(p-1).
2.1fn=2",t>3, then A(2")=2"",

~1f (an)=1=ais odd and a> =1mod 2'
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Thm: Letn=2%p:...p", then A(n)=[A(2°),(P2),....4(P)]-
Moreover, JaeZ" > ord a = A(n).
Proof : LetaeZ", and (a,n)=1and
let M =lem[A(2°),4(pg),...¢(P)]
a’®) =a?®) =1 mod p!, for all p' | n.
c.a" =1modp' —a" =1modn,(CRT)

Now , we prove that M is the least universal exponent.

Let r be a primitive root of p'.

Consider the system of simultaneous congruences .
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a=5 mod 2° = ord,a=4(2°)

a=r, mod p; :>ordp{1a=/1(pi1):<”( il)

a=r_ mod pT :ordpmqa:l(pﬁg“)#ﬂ(ﬁr?)

Then, by CRT, Ja>o0rd.a=M, and 1<a<n-1
Remark : Above thm tells us a method to find a >
(a,n)=1and ord,a=4(n)
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Note: A carmichael number n is a composite integer
that satisfies
b"* =1 mod n,
forvbez" ,and (bn)=1.

We have proved that if n =q,9,...q,,
where q,g,...q, are distinct primes satisfying
(0, -1 (n-1),vi< | <Kk,
then n is a Carmichael number in Thmb5.7 (p.195).
Here ,we prove the converse of the result.
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Thm : If n > 2 is a Carmichael number, then n=q,q,...q,, where the

g;s are distinct primes > (qj ~D|(n-1Dforallj=12,... .k

Proof : If n is a Carmichael number m then b™ =1modn,V(b,n) =1
however , 3a e Z*, such that ord,a=A4(n) and (a,n)=1.
~A(n)|n-1
(Dn must be odd , @ if n is even , then n—1is odd , buti(n) is even
(n>2) , contradicting A(n)|n—1.
(2)n must be the product of distinct primes , I.e. n=q,0,...q, .. If
p' | nt>2then A(p')=gp(p')=p"*(p-1)| 4(n)|n—1 which

9-75



(3) If n=q,q,...q,,where q;s are distinct primes , 1< | <Kk,
then 2(a,) = ¢(a,) =(a, ~1)| 2(n)(n -1).

Thm : A Carmichael number must have at least three different
odd prime factors .

Proof : Let n be a Carmichael number . Since n is the product
of distinct primes .Let n = pqg ,where p and q are odd
primes with p>q, thenn-1=pqg-1=(p-1)q+(q-1)
g-120modp-1.—(p-1)f(n-1), itis impossible , .-

n cannot be a Carmichael number.
9-76




