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i 11.1 QR and NQR

Def: If m € Z*, the integer a is a quadratic residues of m
If (@, m) =1 and x?=a (mod m) has a solution . If
X? = a mod m has no solution , we say a is a
guadratic nonresidue of m .

Remark : The set of all quadratic residues of m is
demoted by QR,, and the test of all quadratic
nonresidue of m is denoted by NOR

Ex:Letm=11
12=102=1mod 11,22=92=4,32=82=9,
42=72=5 52=62=3,
J.QOR;;={1,3,4,59},NQR,;;={2,6,7,8,10}
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Problem : Given m and a , how can we determine that
aeQR,orae NQR, 7
Lemma : Let p be odd prime and p} a, then x*=a

mod p (1) has either no solutions or exactly two
Incongruent solutions modulo p .

Proof :

(a) If (1) had a solution , then there are two solutions .
If X, 1S a solution of (1) , then —x,Is a second in
congruent solution . "."(-X,)? = (Xg)? =aand x, #
- Xg(mod p)
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(b) There are no more than two incongruent solutions.
Assume that x,and x, are both solutions of x> = a

mod p , then

X> =X, =a mod p

— X¢ =X = (X, —%X)(X, +X,) =0 mod p

— p|(X, +x,)or  pl(X,—X,)

—> X, =—X, mod p or X, =X, modp
.".1f (1) has a solution , there are exactly two
Incongruent solution .
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Thm : If pisan odd prime m,
then | QR,| = [ NQR,| = ( p-1)/2

Proof : we compute 12, 22, ...... ,(p-1)2mod p , there
are p-1 squares to consider and each x2 =amod p,
has either zero or two solutions . .".| QR [=( p-1)/2 .

Def : Legendre symbol

Let p be an odd primeand p/ a(a#0modp).
The Legendre symbol is defined by

i B 1ifaeQRp
p) |-1if aeNQR,
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i Problem : Given a and p , how to compute (a/p) (or
Doesa € QR, ?7)

Thm : Euler’s criterion

Let p be an odd prime and let a be a positive integer
not divisible by p. Then

p-1
(ajzaz mod p
P
Proof :
l.Ifae QR,,then3x,>x?=amodp .
p-1

p-1
az :(x2)2 =x"'=1mod p

Hence, if (EJ =1, then (EJ: a2 mod p.
P P1a-7
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2. 1fa e NQR, x?=a mod p has no solution .
However , foreachi, 1 <i<p-1, 3 aunique
Integerj,1<i<p-l1,>lj=amodpand i #|.We

group the integers 1, 2,...... , p-1 into ( p-1)/2 pairs
each with product a . Multiplying these pairs
together ,

p-1

(p-D!'=a? modp

(p—1D!=-1 mod p (Wilson's theorem)
p-1
2

~.a? =-1mod p,if aeNQR_.
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Thm : let p be an odd prime and a0 mod p , b#0 mod
p. Then

. Ifa=bmodp,then(alp)=(blp)

2. (a/p )(b/p)=(ablp)
3. (a?lp)=1
Proof :

1(3j(2j = apz_lbpz_1 = (ab)pz_1 = [a_bj mod p
PP P
CROEE

P PJ/\P
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Remark : property (2) can be restated as

QR - QR =QR
NQR - OR = NQR
NQR - NQR = QR

THM : If p is an odd prime , then

-1) 1L p=1mod4
[pj_ —lp:—lmod4(:3mod4)

Proof : If p=1 mod 4, then p = 4k +1 for some k Z*,

thus 1 p-1 .

11-10



+

If p=-1mod 4, then p = 4k+3 for some k €Z*, thus

_1 p-1
il _1 5 — _12k+1:_1
) e

Thm : Gauss’ Lemma

Let p be an odd prime and a an integer with (a, p) =1.
If s is the number of least positive residues of the
Integers a, 2a, 3a, ...... , ((p-1)/2)a that are
greater than p/2 , then [a/p]=(-1)®
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Ex:leta=5,p=11,then1x5=5;2x5=10 ; 3 x
5=4;4x5=9;5x5=3mod11.p/2=55, .".
s=2 > (56/11) = (-1)*°=1.

Remark : If i-a=umodpandu>p/2, replace u by p-
u, then,

Ex:1x5=5,2x5=1021,3x5=4>9,4x5=9
22 . 5x5=3.
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s Proof:
» Letu,,u,, ...... , U be Integers of the sequence
a,2a,......, I3—1a that are larger than p/2 . And v, ,
Vo, e V, be 1mtegers of the sequence
a,2a,......, pT_a that are less than p/2 . Then
-1
{P=UpP—Uyyeeoee s P=UgVy, VeV | = {12, ...... DT}
1. S+1=(p-1)/2,ifu;=uy;mod p (orv;=v;modp),
theni, =], mod p > 1=-],Itisimpossible since i,

] < (p-1)/2
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2.

p-u# v, ifp—u=v,modp,then,ja=p-ja
=-jamodp > i=-,itisimpossible sincei, | <
(p-1)/2 .
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= Thm:if pis an odd prime , then (%}(—1) °

P
= Proof: In the sequence X222 >~ %2 there

are [p/4] integers less than p/2 , thus

-2 g
where [ ] Is a floor function . Now we wish to show
that p_—l_{ﬂ}: p28‘1 mod 2.

2 4
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. p=1mod 8 =8k+1, then

p_‘l{ﬂﬂk—zk:zk:o mod 2

2
2 2
P —1:64k +16k+1—1:O mod 2
8 8
i p= 8k+3 , then
p_‘l_[E}:4k+1—2k=1 mod 2
2 4

p>’—1 64k*+48k+9-1
8 8

=1 mod 2
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i. p=8k+5, then
p—_l—[g}:4k+2—2k—1:1 mod 2
2 4

2 2 _
P 1:64k + 80k + 25 1=1mod2

8
v. P =8k+7,then
p—_l—[g}=4k+3—2k—1:0 mod 2

2
2 2 _
p8 1_ 64K +1182k+49 10 mod 2
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= Remark:
1. Ifp=1mod 8 or7mod 8, then (2/p) = 1lor 2 e
QR,
2. Ifp=3 mod 8 or 5 mod 8, then (2/p) =-1or 2
NQR,
s Letn=pqg, the product of two distinct primes p and
qg.

s If x?’=a mod n has a solution x = X, , then there are
exactly four incongruent solutions modulo n .
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= Proof : let x,= x;mod p and X, = x, mod q

2
Xx*=a mod n > X“=amod p
Xx* =a mod q

If implies that x, and p — x, is the solutions of x* =a mod p.

If implies that x, and g — X, is the solutions of x> = a
mod q .
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s By CRT, there are exactly four incongruent solutions
of x2 = a mod n satisfying .

X = X. mod X=p—-X. mod p]
! p}—)M P=% p>—>I\/I3

X =X, mod g

X=X, mod p

J

X=X, mod p }_)sz:p_xl mod pl_)M
4

X=0—-X, mod ¢

X=0-X, mod q

= Note that M, = -M, mod n and M, = -M; mod n
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= Problem:
1. If ae QR,, howtofindx>x>=amodp ?

2. Given n = pg and a € QR,,, can we find a solution
X 3 X2 =a mod n without knowing pand g ?

s Sol:
1. a)lfp=3mod4 (orp=4k +3), then
P+l ps1)? pd pl,
X=a* modp,(a“j =a? =a? =amodp
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b) If p=1mod 4, there is an efficient algorithm
( probabilistic ) to find x ( Referto it 25 2 H
J&* )..Givenpanda e QR,, find x > x* = a mod
p is feasible.

2. If there is an algorithm to find x 5 x?2 = a mod n, then
we first choose M randomly and compute M2 = a
mod m, then put a and n as the input of the
algorithm and obtain the output M’ from the
algorithm . If M= +M" mod n, then (M+M’, n) = p
orq.M?-(M)2=(M-M)( M+M’) =0 mod n
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S.n | (M-M)(M+M’) but n\( M-M") and n\( M+M’") ,

(Mz+tM modn)-2>p|(M-M),q|(M+M) or q |

(M-M’), p | (M+M’)

.".Given n = pg and a € QR,, finding X > x? = a mod
n is equivalent to factor n . ( infeasible ) . But if
we know p and g, then finding x is feasible.

= Flopping coins electronically :

= Object: A and B play a protocol by an electrical
channel and when the protocol finishes , both A
and B have only % probability to win the game .

11-23



Protocol :

A B

v

Choose p and g

And computes n = pq
a Choose M and computes

M2 =a mod n
B wins the game if

A

Find all solutions of x2 = a :
q d ch M f M ‘ B can factor n,
mod n and choose rom > otherwise A
{M;, My, M3, M, } wins the game.

m IfTM #=+M mod n, then B can factor n , the
probability = Y2
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in.z The law of quadratic reciprocity

= Let p and q are distinct odd primes , if we know
( g/p )can we know ( p/q) ?

= The answer was found by Euler by examining
numerical evidence . Legendre refoumulated Euler’'s
answer as the law of quadratic reciprocity , but he
cannot give a correct proof . Guess provided the first
correct proof when he was 18 years old . Now , there
are more than 152 proofs of the law of quadratic
reciprocity by different approaches .

= Thm : the law of quadratic reciprocity let p and g be
odd primes . Then
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o [P]9]_ 1, p=1mod4 or g=1mod4 or both
glp) |-1,p=3=qmod4

= The law of reciprocity can be used to evaluate
Legendre symbols , if prime factorization can be
computed .

s EX: calculate ( 713/1009 ) . Note that 1009 is prime
and 713 = 23 x 31.

n Sol:
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(%) _(C1)-1)=1

Before we prove above theorem , we first show the
following Lemma.

Lemma : If p is an odd prime and a is an odd
Integer not divisible by p , then

(%j =(-1)"*" 'whereT (a, p) = Z:i[ja | p]
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. p-1
Proof : consider a, 2a, ...... , —almodp) letu, , u,,

be those greater than p/2 . Then

ja= p{l—a} + remainder,
P

where remainder € {u,, U,,..., U, jor {v,,v,,...,V, |
S

'°'Zzlja:2p{ﬁ}+zuj+ivj ()
-1 -1 P -1 -1

From Guess' Lemma we know that

2 :
(p_uj)_l_zvj (2)
=1 j=1

11-29
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1) —-(2) > (a- 12 Zzl {js}—pwziuj
:pT(a,p)—ps+ZZs_:uj (3)

Sinceaand pareodd, we have
O=T(a,p)—smod2
~.T(a,p)=smod?2

From Guess' Lemma,(a) (-1)° _{ j (~1)T@P
P P
If aisodd.
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Ex : Using above lemma to evaluate ( 7/11) .
Sol :

UM MM B ol

Ex:Letp=7andg=11. Consider (x,y ) with 1 <X

/-1 11-1
< (7)23 and 1<y < (TJZS :

There are 15 pairs .
(1,1),(21),(31),(12),(22),(3,2).(13),
(23).(33),(14),(24),(34).,(15).,(25),
(2,5),(3,9)
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= How many pairs in these pairs satisfy 11x > 7y and
11x<7y?

m Sol:ifllx>7y,then1<y< 11/ For fixed x ,
there are [11 / ] pairs . So the total number of pairs is

N

« If11x<7y,then1<x< 'Y . Forfixedy, there are
[”/1] pairs . So the total number of pairs is

RN A
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= Consequently , we see that
11-1 7-1 31 7 >\ 7]
- =5x3=15=> | —= |+ ) | — |=8+"T.
= )3

From above Lemma , we have

3

117 [ 7 2
e

= Proof of the law of quadratic reciprocity :

-1
= Consider pairs of integers ( X,y ) with 1 <x < L
and 1<y < p—% 2

11) 11-1 7-1
7 € —

=(-) *
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= Then divide the 5% pairs into two groups such
that gx > py and gx < py. ( Note that gx = py ; p,Q
are distinct primesand 1 <x< P%,1<y< 9% )
p—1 q-1

2 [ qi =
Then there are Z {ﬂ} pairs satisfying gx > py and Z{%}
=L P j=1

pairs astisfying gx < py

&gl &[ pi _1 gq-1
(3] 5[] v -0
=l Pl =L 2 2

By above Lemma, we have
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[pj(q] _ (_1)T(p,Q) (_1)T(q,p) _ (_1)p71q71
N

= Application : use the law of quadratic reciprocity to

prove the validity of primality test for Fermat
numbers .

= Thm: Pepin’s Test
The Fermat number F. = 2" +1is prime iff

-1

32 =-1modF,
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s Proof:

(2) 1532

F,-1

=-1modF_,then3™" =1modF..

If there exist a prime p,> p|F,,then 3™ =1mod p
and hence ord 3| (F,, —1) = 2" .However,

F -1

2m—l
ord 3f2° = 5

F,-1

Since3 * =-1modF —ord 3=F, -1<p-1
and p|F..—> p=F_,.. F_mustbeprime.
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(€) If F, isprime, then

DI

and F, =2mod3

3 Fr—1 Fn—1
formzl.:.(F—]=3 > modF, —3

m

=—-1mod F_
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i 11.3 The Jacobi Symbol

s Def:letn e Z* be an odd integer with n = p,4,
P, ... , pmandletae Z*and (a,n)=1,

then , the Jacobi symbol J(a/n) is defined by

tl t2 tm
a a a a a
J(_) : \]( tl t2 tm ] :(_j (_] ...... ( J
n Py Py e Pm Py P, Pm
s Remark:

1. When n is prime , then J(a/n) = (a/n)

2. When x? = a mod n has solutions , then J(a/n) = 1.

However , J(a/n) =1 does not imply that a € QR,,,
l.e. X?=a mod n has solutions.
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m Ex:leta=2andn=3x5=15, note that J(2/15) =
(2/3)(2/5) = (-1)(-1) = 1, but there are no solutions to
x2=2mod 15, since x2=2 mod 3 and x?=2 mod 5
has no solutions .

= Properties of Jacobi symbol :
1.1f a=bmodn, then J(2)=J(2)

n
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= Proof of (3):

I(2)= (@) 2 by definition
w(p-D) , to(pod)

==

Butn=[1+(p, ~1)F[L+(p, ~1)f".... [+ (p, ~1)]"

- p; —Liseven, we have [1+(p, —1)[' =1+1t,(p, —~1)mod 4.
and (L+1,(p, —D))fL+t,(p; —1))=1+1,(p, ~1)+t,(p, —1)mod 4.

— — — — — n-1
.'.n—lztl Py 1+’[2 i 1+...’[m pm2 1mod2—>J(—lj:(—1)
n

2 2 2
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Thm : the Reciprocity law for Jacobi symbols . Let
(n,m)=1and n, mare odd positive integers , then

J (%}1 (%j ()7 2

401
n . J ——————
Ex : find (111)

Sol:401 =111 x3+22 x17
111 =17 x6+2°%x 9
17 = 9x 1+2°x 1

2, 2 2 11121
J 401 —]J 2" 17 —] 2 J(Nj:\](ij \](Ej:(_gz' 5 \](ﬂ)
111 111 111 111 111 111 111
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J(ﬂj:(—l)ﬂzlﬂilth :(—1)172111;1J£2—0JJ (ij
111 17 17 | \17
71111, 111 (9
-1 1Y 2 ]
SN C

J( ’ j (- 1)511721{197) (—1)951'17{1{33 = (—1)92_1'17{1 (_1)3'928_1

17

1112—1 1721 92117 -1111-1 9-117-1
'.Jﬂ:(—l)zs 8 g 2 2 2 2 =1
111

= Now, there exist an efficient algorithm for evaluating
Jacobi symbols J(a/b). Let(a,b)=1and a, b are
odd positive integers
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1.

Let R,=a and R, = b . Using the division
algorithm and factoring out the highest power of
two dividing the remainder,

R, =R, +2™R, R, <R,
R, =R,q2+ 2R3 R, <R,

Rn—S — Rn—zqn—z + 25n_2 Rn—l Rn—l < Rn—2
Rn—2 = Rn—lqn—l +27 -1
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2. Then
a R? R, R-1R,-1 R,,-1R, ;-1
J(EJZ(—l)Sl TS T, 2 2
» Remark :

1. In above algorithm we do not need to factoraor b .

2. If (a,b) =1, then J(a/b) can be evaluated using
O(( log,b)?) bit operations .
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i 11-4 Euler Psudoprimes

s Def:nis apseudoprime tothe basebifnis
composite and b"=b mod n (or b™1=1 mod n)

= Def:nis astrong pseudopirme to the base b
If n IS composite
and either b' =1modn or b?" = —~1mod n for some
0< j<s-1 wheren-1=2°tandtisodd
(Miller's test)

m Def: nis a Carmichael number if
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Fact:if pisanodd primeand p | b, then we have

(b b
b? = (—j = J[—j mod p, thus, if given n and
P P

n1
I(b,n)=15b 2 = J(E] mod n, then n must be composite..
n

Problem: Do there exist some composite nubmers n, such
that the above test is satisfied
Def :an odd composite, positive integer n that satisfies

n-1
b2 =] (Ej mod n, where b Is a positive integer , then

n
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nis called an Euler pseudoprime to the base b.

Thm :if nisan Euler pseudoprime to the base b, thennisa
pseudo prime to the baseb.

Proof :if nisan Euler pseudoprime to the base b, then

P (b b))’
b 2 =J(Hjmodn—>b“=(\](ﬁn =1modn.

. nisa pseudoprime to the base b.
Remark : Not every pseudoprime is an Euler pseudoprime.
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Thm :if nisa strong pseudoprime to the base b, then nisan
Euler pseudoprime to this base.

Proof : Omitted.

Remark : not every Euler pseudoprime is a strong pseudorime.
Ex:Letn=341andb = 2(n is composite)

(1) 2°* =1mod341— 341is pseudoprime to the base 2.

n?-1

(2) 2° =1mod 341, and J (ﬁj =(-1)s =(-1)—>341

IS not an Euler pseudoprime to the base 2.
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Ex:letn=1105and b = 2( n is composite )

1105°-1
(1) 2552 =1mod 1105, and J (ﬁj = (—1) 8 =1—->1105

IS an Euler pseudoprime to base 2.
1105-1

(2) 252 =1mod1105but 2 # =2%° =781=1mod1105
—11051s not a strong pseudoprime.

Thm:if n=3mod4 andn is an Euler pseudoprime to the

base b, then nis a strong pseudoprime to the base b.

proof :if n=3mod4,thenn—-1=2t, theretisodd.
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. nisan Euler
m b
pseudoprime to the base b, ..b' =b 2 = (—j modn
n
- b 25—1,[
if J (—j —=-1,thenb® " =-1modn
n

— nisastrong pseudoprime.
Lemma: If nisan odd positive integer and is not a perfect

square, then 3b e Z*, with (b,n)=1and J (Ej =-1.
n
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Proof : (1) if nis prime, then b exists.
(2) if niscomposite and is not a perfect square,
we write n = rs where pisan odd primeandt isodd.
lette NQR, ,texists.letb=tmodr b=1mods

()5 e
()10

Lemma: Let n be an odd composite integer .
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n-1
Then 3b with (b,n)=1andb 2 = J(%j mod n

Proof : Assume that ¥b,1< b < n, (b, n)=1,satisfy
" L b)) :
b2 =J|=|modn Thenb" =|J| = || =(x1)° =1modn
n n
nis an odd composite integer
. nmust be a Carmichael number - n=q,q,......q, ,
where q,q,......q, areistinct odd primes.
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n-1
Inthiscaseb 2 =1modn mustbe holdforalll<b<n-1land

n-1
(b,n)=1.1f b 2 =-1modn, then we can find an integer a,

(a,b)=15a=bmodg, a=1mod(q,q,......q,)
n-1 n-1

#b 2 =—1modg, and a :1mod(q1q2 )

n-1

—a?
n-1

—a? #+lmodn, Itisacontradiction...b _1modn

= J(%j forall (b,n)=
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However, above Lemma tells us that this is impossible,,

sincedb > J (Ej = —-1mod n. There must be at least one
n

n-1
integer b, (b,n)=15b 2 =] (Ej mod n
n
Thm: Let n be an odd composite integer , Then the number
of bases b which nisan Euler pseudoprime does

®(n)

not exceed T'
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Proof :letb with1<b<n,(b,n)=1andb 2 # J(Ejmod n.
n

(b must be existed from above Lemma )
Letaa,......a, denoted the positive integers less than n

n-1 a.
satisfying 1< a, sn,(aj,n):land a,’ :JL—’]mod n,

N

Letrr,......r,, satisfy r; = a;b mod n. Then the integers

n-1 r.
2 # J(—‘j mod n.
N
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If 1t IS true, then

—>2m£cp(n) ( )

Thm :the Solovay-Strassen probabilistic primality test .
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Let n be a positive integer , select b from {1,2,...,n —1}.

n-1
Determinewhetherb 2 =J (Bj mod n.
n

If it is fails then nis composite. If nis composite,

then the probability that it holds is less than %

Repeat the k times , the probability that n is
composite and passes the test is less then o
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Remark:

1.The complexity of the Solovay - Strassen
probalbilistic primality test is O(k(log2 n)3)
bit operations which is the same as the Rabin test .

2. The Solovay - Strassen test is less efficient than the
Rabin test
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pseudoprime
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