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» Intrusion Detection System
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¥ 7% & s ¥ (Buffer Overflows)
il 23R FF B v #F (Port Scans)

~ & 42 ;% 32 # (Trojan Horses)
=2 i e s # (IP Fragmentation)
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HIDS
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NNIDS

- Network Node IDS~ #iFStack-Based IDS

o TR & BLeD Y

- 2% & 7 NIDS% H|DSm:}i,{+¢r

« i £ B R I%P NIDS %] 5 sz 0B % 0 8
2 F15F B blehite €44F R o

PR T 'J P?ﬁ*‘ X ¢ ©#NIDSH 303t e - NNID
BNIDSe7é gy L = G H fhenad 8 > 8/ 347 3@ B
Be o2 3 i R AR o

- A &  BlackICE Agent -~ Tiny personal firewall with
CMDS -~ ISS RealSecure Desktop Protector

-
ﬁmﬁ
;J

= A
*ﬁ“‘*
8

3

HA BRI E e > 13-23
FRAXTTHY



e s,

B

NNIDSZEd &

Firewall

4
)
™
i




IDS e i ip] 3 i

+ 33 # & (Signature-based )
— g - B REAROTRE
— B rr it s

+ A>3 ¥ (Anomaly-based )

— s
- & ’l}f’\,ﬁ U
— ARG

S P

(s

W 8B

Wy
# =
BE i

13-25



s e
(s

i 3R

WY &
BE i

13-26



S} e

(s

i b2 &R ad St IDSAE & S ki A
- A FIIR S ERGE AR 0 2fIDSA
ST A M R B B 4 R TR B e
%’—Lﬁﬁfi’ﬁﬁéﬁwlo

fe AT e R EFER AR RAR G e e

¢ o i FIDSE frpi a4 A4 g 7]
IDSE BRI E B (74 70 do¥k 37 4o
%’%ﬁéﬁﬁiwzw4fwﬂaﬁﬁﬁﬁo
BRI PEE 2 13-27
-]

Yy



IS IRV =)

Intrusion Prevention System
T AR L IDS# iy et ® 0 % 1A IDSH a2 7
i

G PN RT R T AR
: ﬂ/%érﬁ" 4|14 27 IDSHp

HF B E FR TN 1328
FARLHY T



S P

(s

2

=[x % AL ﬁﬁz‘k\ﬁ

c A A~ B I (HIPS) @ % 3% iR PR B e

A AT % N BF L g

o 2 ;uJ)\ JA]‘ﬁL,- (NlPS) R R LRI \é :,Pg‘

E—E’/”“—— 3%7**"?% Pﬂi" K JE-FE » — B ; é&
o NIPSHEI S b

* }7@? J)‘ la"l‘ff—.- (AIPS) . ';f-'—J—:| ﬁﬁﬂl]ﬁq)\ TJ%FF

Ay

if”}/%f'%\' =t l*"'f’\}»@;? = PR‘%*'? E,JmF‘ 'F‘%jg ’1\.;{
RN R a5 N a2 g SR Al S

TE o
R 13-29
o L% D



S} e

(s

N P %‘?3 J&
rI

W ==

&~

T

R
?‘E G'Sd\ U)

N

o

MWERBE
e ]

N

v . NV
A

rI

msmm&Na

AL E fo R eg &
%zt’% NIDS % 78
~]L & 2R %é

WAL R T
’?‘"ﬁﬂ CE N

d?k

13-30



2

(s

7

Yy

W g
= 0

RE 1)



UTM§ i

» ¢ 3= 4 ¢ 12 (Unified Threat Management)

- NSShz_%
www.nss.co.uk/utm/introduction.htm » UTMz%
ML B e TP AEP Vi VPN IPS -~ p 3
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UTM?® F #5-5¢
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Snortsd 7 g5t
- Sniffer mode : #-3te FBis kT A ¥ EH oo
 Packet Iogger mode @ #-3t e FpP-is » 3 P|H
AP > ¥z S tepdumpt FUoo
- NIDS mode : :Esnort4 ﬁ#{ﬁ» eET e b E
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calert : ® % TiEE A B TS tedET &

- log : B3t E s koo

»pass :EICUHEFREFE o

- activate : i * STEHE S N E S T AH Y -
#dynamic rules -

- dynamic : i%#Fidle ® I|4tactivate rulesic# -
FRIS BT S 254 K o
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i % IDS-12 SNORT % &

 SnortsPlugin
— BASE(Basic Analysis and Security Engine) &_
PHP-based:z4 471 & o
— Barnyard &_z22 Snort unified file format42 ;¢ >
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# * Fedora Core 5

. SELinux£ iptables-t iz #

‘-’\

‘-N

Mz & YUM™ ﬁ\n LR R
— % tz/etc/yum.repos.d/ F {r;r"f )
- fedora-core.repo
- fedora-extras.repo

- fedora-updates.repo
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#vI /etc/lyum.repos.d/fedora-core.repo

baseurl=ftp://apt.nc.hcc.edu.tw/pub/fedora/linux/
core/$releasever/$basearch/os/

#vi /etc/lyum.repos.d/fedora-extras.repo

baseurl=ftp://apt.nc.hcc.edu.tw/pub/fedora/linux/
extras/$releasever/$basearch/

#vi /etc/lyum.repos.d/fedora-updates.repo

baseurl=ftp://apt.nc.hcc.edu.tw/pub/fedora/linux/
core/updates/$releasever/$basearch/
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TR (¥
« & FH & RPM

#yum -y update ({ #TRPM)

#yum -y Iinstall mysqgl mysqgl-bench mysqgl-server

mysql-devel mysqlclientl0 php-mysqgl httpd gcc
pcre-devel php-gd mod_ssl glib2-devel gcc-c++
(% #SnortZ & (HRPM)
- FC5% % #3582 I € £ %7 F RPMs > i ¥
FC5% # 4% ¢ ® 3 mysql mysqgl-server php-
mysgl httpd % RPM » ]t & & 55 H & 2 &_2R

I o
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i

AR TR

- B Fxapache 2 mysqlfRi*
— chkconfig --level 345 httpd on
— chkconfig --level 345 mysqgld on
— service httpd start
— service mysqld start

- JBliRApachesPHPE_F = #
— vi /var/www/html/test.php
— <?php echo phpinfo() ?>
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Apache PHP & = ¢

R

EE

R

http://localhost/test.php

System Linux linux david999.idv.tw 2.6.15-1.2054_FCS #1 Tue Mar 14 15:48:33 EST 2006 i686

Build Date May 8 2006 08:43:39

Configure “fconfigure’ —hbuild=i386-redhat-linux’ —host=i386-redhat-linux —target=i3g86-redhat-linwe-gnu —program-prefix=""—prefix=/usr -
Command ‘—hindir=/usrhin' ‘—shindir=lusr's bin' —s¥s confdir=fetc ‘—datadir=/usrishare’ ‘—includedir=lusrinclude’ —libdir=/usrlib’ —libexect

localstatedir=fvar ‘—sharedstatedir=/usr/com’ — mandir=/usr’share/man’ - mﬁodir:ﬂmrishafer info' —cache-file=. /confi ig.cache’ —
with-config-file-path=/etc’ '—wrm.coqﬁg—ﬁie—s_can dir=/etc/php.d' '—disable- -debug —-with-pic’ —disahle-rpath’ —without-pear —witr
‘—with-exec-dir=fusrbin’ —with-freetype-dir=fusr ‘—with-png-dir=fusr' ‘—enable-gd-native-tf —without-gdbrm’ —with-gettext —with-
icony —with- Jpe‘g—dlr-rmsr' —with-openssl’ — —with-png’ ‘—with-pspell’ —with-expat-dir=iusr —mm—pcre—re‘gex:.fusr' —with-zlik —wil
enable-exif —enable-fip’ —enable-magic-quotes’ '— Ename—sockets"—enabie—sysvsem" éﬂab}e—s?svshm' ‘—enable-sysvimsg’ -
vars' ‘—enahble-trans-sid ‘—enable-yp" ‘—enable-wddx —with-| kerberos '—enabre-ucd—snmi:r—hacl(' ‘—with-unixODBC=shared fusr *
memaory-limit '—ename'—shmop" enable-calendar —enable-dbx ‘—enable-dio” — mm—mme—maglc:!etcfhﬁpda'mnﬂmagld ‘—withi
hb}_tml-dir:ruar' —with-xml' —with-apxsZ=/usrshinfapxs’ —without-rnysgl’ "~ without-gd "—without-odbc —disable-dom’ ‘—disable-c
unix2DBC —disable-pdo’ —disable=xmireader —disable-xmlwriter

Server APl |4pache 2.0 Handler

Virtual disabled
Directory

Configuration | /etc/php.ini
File (php.ini}
Path

HEMERE e 13-47
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B

R 4% 2 Snort

#cd /usr/local/src

#wget http://www.snort.org/dl/current/snort-
2.6.0.tar.gz

#tar - xvzf snort-2.6.0.tar.gz

#cd snort-2.6.0

#./configure --with-mysql --enable-dynamicplugin
#make

#make install




* TSNORT % 5

#groupadd snort

#useradd - g snort snort - s /sbin/nologin
#mkdir /etc/snort

#mkdir /var/log/snort

#chown snort:snort /var/log/snort

#cp -ar /usr/local/src/snort-2.6.0/etc/* /etc/snort
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Snort Rules 4~ &g

» VRT rules % snort.orgsg = rules » d
Sourcefire Vulnerability Research Team (VRT)
x> & - ifrules s & VRT B Bl g o
— subscription release 7f & & > T pE { AT

— registered user release ¥ £ asnort.org:izf =r
¥ 7§t > b subscription release #.5 =

— unregistered user release # T i #*
Communlty Rules d B 3c i 4p4t3 48 = > VRT
l#-j:% l ;ZEJ,} j‘ r—’ﬂ/E Fé‘

PR D 13-50
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Gl

Sourncefire VRT Certified Rutes - The Official Snort Ruleset (regisiered user release

wiews adwizory [ wiew changelog

WRT Certified Rules for Snort CURRENT

MD5S: Fe0bb11cc2V33Zeef87V 4520011 246821

WRT Certified Rules for Snort v2.4

MDS: 8482 2d {35342 107 223550cc3al as

WRT Certified Rules for Snort w2.3

MDS: d1es05fec2 ¥ oBETSc4267 ol ¥ f00fdS

VRT Certified Rules for Snort w2.2

MDS: as26836e42 31508257 11b6ffH5aS4165

VWRT Certified Rules for Snort w2.1

MDS: §e3abiliTed4aadalIfEsdd 717001 fdSb

VWRT Certified Rules for Snort w2.0

MD5: fag0Selef2acd F18f426533 7 fEd4cided

{anortrules-snsoshol-CURRENT lar gzl

WER: CURRENT RELEASED:

{aEnortrules-snso=hol-2 4 lar.gz}

WER: 2.4 RELEASED:

{aEnortriles-snsoshol-2. 2 lar.gz}

WER::2:3 RELEASED:

{=norrules-snep=hol-2.2 lar.gz}

WER: 2.2 RELEASED:

{=norrules-snep=hol-2. 1.tar.gz}

WVER: 21 RELEASED:

{Enorrules-snep=hol-2.0.1ar.gz}

WER: 2.0 REL EASED:

2008-08-02

2005-08-02

2008-08-02

Z2008-08-02

The Sourcefire WVRT haz added multiple rules to detect attempiz to sxploit vulnerakbiltie= in the Kicrozoft CHCP Client

Service, Microzoft Excel and Microsoft Werd.

Cowenload

Download

Cowenload

Dowenload

Cowenload

HEXERE
AR S RS
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% #Snort Rules

- & * VRT rules (registered user release)

. T ;‘1 snortrules-snapshot-CURRENT .tar.gz &
/etc/snort @

#tar xvzf snortrules-snapshot-CURRENT .tar.gz

+ ¢ p BoaE 2rulesep B0 G J]"‘*fmfr'fisnOlft51
rules
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Snort Configurezx «_# 3

PR E > 13-53
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2% Z_snort.conf

» k7 4= /usr/local/src/snort-2.6.0/etc/p 13
= ¥ b 3lletc/snort/™ » iz FEFFE 3K ssnort.confs
— & #1]letc/snort/? 7 o
- kPR E B R TRE KX Tsnort.conf
—var HOME_NET 192.168.123.0/24(# * CIDRzk
TN RAERE 0 hey OB RR > PR Y L
&)

— var EXTERNAL_NET I$HOME_NET(# /& p 2%
PR UL E O =Y

L HE AR E [N TN 13-54
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2% Z_snort.conf

— var RULE_PATH /etc/snort/rules(Zk z_rules3z ¥
g o R B R L T 4)

— preprocessor stream4 _reassemble:both,ports
default(F# fzStateful Inspectionk it ;3\ 8 tE &
TCP&® /it & %12 id p]IDS Evasion)

— output database:log,mysqgl,user=snort

password=password dbname=snort
host=localhost(#-LOG s » MySQLF 3L E ¢ )

ERE 13-55
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2% T MySQL

#mysql & > mysql/i »
mysql>set password for
root@localhost=password( ‘yourpassword’ );
2k Z_root 3 5
mysdl>create database snort; = :snortyire

mysql>grant INSERT,SELECT on root.* to
snort@Ilocalhost;

Esnorté-trootengs it B g insert2 selects g 4|

L HF AR E RT3 13-56
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2% T MySQL

mysql>set password for
snort@localhost=password( ‘yourpassword’
);
2k . snorteniR g
mysql>grant
CREATE,INSERT,SELECT,DELETE,UPDATE

on snort.* to snort@localhost;

B Snortiz i vk FL¥tsnortensry 4 i
CREATE,INSERT,SELECT,DELETE,UPDATE >
#11
mysql>exit  armysql 4 s

LT > 13-57
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2% T MySQL

#mysqgl - u root - p < /usr/local/src/snort-
2.6.0/schemas/create_mysqgl snort

Enter password:yourpassword
£ 2 snortF s E o ertable schema
#mysqgl - p
Enter password:yourpassword
2% TIOOt% g » F|pt % & %5 » mysqlfi ¢

HE B E ERLE > 13-58
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2% T MySQL

mysql>show databases;

| F X7 snortiz B FOR A
mysql>use snort;

B Fxsnort Rl 2
mysql>show tables;

*JF% snortz sk B 5 PRt table » 4o % 7 0

= table schema

(T iRz BY

3
-

e

b

R
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- 1= = PR grules 0 fAetc/snort/rules/local.rules
\:l %‘: )\(I‘/‘T,—- f—?

— Alert tcp any any -> any any (msg:"test”;
sid:1000001,;)

« ET#>Snort

#/usr/local/bin/snort - Dg - u snort - g snort - c
/etc/snort/etc/snort.conf

RRLE > 13-60
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S

R

£

Aug 10
ATS

Aug 10
Aug 10
Aug 10

é%% 5

BN

S

e

HE
28
28

i /var/log/messages ¢
FVE A ga il A et

linux

linux
linux
linux

om=D) auid=4284957 205
Aug 10 Z22:28:38 linux
Aug 10 Z22:28:38 linux
Aug 10 23:25:38 linux
=256 auid=4294967 295
Aug 10 Z3:35:38 linux
Aug 10 Z3:35:38 linux
omAD auid=4294967 295

Aug 10 Z3:38

e

Aug 10 Z3:128:38
/var/run/

Aug 10 Z3:128:38
tho . pid"

Aug 10 Z3:28:38
Aug 10 Z3:28:38
Aug 10 Z3:328:42
pid=2482)

Aug 10 Z3:38:42

HEXERE
TRATLHEY

linux
linux

linux
linux

linux
linux

linux
ry -

s

R

R

e

|ﬂ3\

nu

snort[ 2481]: Var 'ethd ADDRESS' defined. value len = 27 ch

snort[ 2481]: |, value = 192.168.123.0/255.255.255.0

kernel: device ethd entered Err_umi scuous mde
kernel: audit(1133223718.812:11): dev==th) prom=256 old _pr

snort|[ 2481 ]: Initializing daemmn mode
kernel: device ethd left promiscuous mode
kernel: audit{ 1133223718 .824:12): dev=ethD prom=D old prom

kernel: device ethd entered promiscuocus mode
kernel: audit{1133223718.888:132): dev=ethd prom=256 old _pr

snort| 2482]: Var 'ethd) ADDRESS' redefined
snort| 2482]: PID path stat checked out ok, FID path set to

snort[ 2482]: Writing PID "2482" to file "/var/run//snort e
snort| 2482]: Daermon initialized

snort| 2481 ]: Daemon parent exiting
enort| 2482]: Snort initialization completed successfully (

snort| 2482]: Not Using PCAP_FRAMES
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S

EMySQL ¥ h3 sk E chevents € B 4c

| root@linux log |F mysql —urcot —p

Enter password:

Welcome to the MySQL monitor. Commands end with a]
Your MySQL connection id is 4 to server version: 2.0.2

Type 'help:' or '“h' for help. Tvpe '“c¢' to clear the buffer.

myvaql> use snort
Feading table information for completion of table and columm names
You can turn off this feature to get a quicker startup with —4

Database changed
mysql> select count(™) from event

-

| count(™) |
| 12397 |

l row in set (0.00 sec)

mysg 1=
HEMERE
" ]




s,

- ADODB #_Active Data Objects Data Base ?
A v A - A PHP B3R E DSt ~ 2
#cd /usr/locall/src

#wget
http://nchc.dl.sourceforge.net/sourceforge/ado
db/adodb491.tgz

#cd /var/www
#tar - xzvf /usr/local/src/adodb491.tgz




% #BASE

#cd /usr/local/src

#wget
http://nchc.dl.sourceforge.net/sourceforge/secu
reideas/base-1.2.6.tar.gz

#cd /var/www
#tar - xvzf /usr/local/src/base-1.2.6.tar.gz
#mv base-1.2.6 base




R

https://192.168.123.22/base

I A
Basic Analysis and Security Engine (BASE)

Setup Program

The following pages will prempt you for set up information to finish the install of BASE.
If any of the options below are red. there will be a description of what you need to do below the char

| Settings
| Config Writeable: iNu
| PHP Version: [5.1 4

[NCTICE][ERROR]

PHP Logging Level: |y A RNING][PARSE]

Your PHP Logging Level is too high to handle the running of BASE!
Please set the 'error_reporting' variable to at least 'E_ALL & ~E_MOTICE' in your php.ini!
The directory where BASE s installed does not allow the web server to write.
This will prevent the setup progam from creating the base_conf php file. You have twa choices
1. Make the directory writeahle for the web server user
2. When the set up is done. copy the information displayed to the screen and use it to create a base_conf php.
Continue

HH N E s 1365
el IS s



S AR SR 27 B (3 252
2 4h -l L TR T

+ f/etc/php.ini® #-error_reporting = E_ALL =
error_reporting = E_ALL & ~E_NOTICE

« Afvarlwww/htmlp 427 3% {7
#chmod 777 base

. T fgfrpé% M EBASEGE T 5 d WEBE
N ";{ 33\71-_, FU ,«:QChmOd 755 base ’ ;L*"}EKEI i‘?"
ﬁjé o
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Basic Analysis and Security Engine (BASE)

Setup Program

The following pages will prompt you for set up information to finish the install of BASE.
If any of the options below are red, there will be a description of what vou need to do below the chart.

Seflings
Config Writeahle: |Yes
PHF Version: [5.1.4

: [ERROR][WARNING]
PHF Logaing Level: [PARSE]

HEMERE e 13-67
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V/Q i\zp /J A ADODBIT’

Basic Analysis and Security Engine

(BASE) Setup Program

HEXERE
AR S RS

Step 1 0of 5

Pick a Langu 'agei;" chinese : "!'F-l 2

Path to ADODB:

I.-"ua rivaanw/adodb/

[7]

EHEA




S,

FAREAL - AA YK LR B

S

e 7 : i i s

5 T

Basic Analysis and Security Engine

(BASE) Setup Program

Step 2 of 5

Pick a Database type: ﬂ MhySQL ==

Cratabase MName: |I snort

Diatabkase Host: |I

Leave lank for default!

Dratabase Liser Mame: |Isru:|rt

Database Password: _

r Use Archive Database[7]
Archive Database |I

I
I
| Catabase Port ||
I
I

rMame:

|A_r{3h ive Database Host: |I

Archive Database FPort: I—

Leawve blank for default!

Archive Database User I
Hame:

Archive Database I
Pas sw-:urd

......................

HE AR E s 1369
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Basic Analysis and Security Engine

(BASE) Setup Program

Step3of b

™ Use Authentication System [?]

Admin User M ame: froot

PESEW[H'ﬂE-; TEERERER I|

Full Mame: _
ELER

HEMERE e 13-70
F ey TR



B

¥rsnortFoR B ¢ 2 2 BASE#T  «table

Basic Analysis and Security Engine

(BASE) Setup Program

51&1}4 of &
Operation Description
BASE Adds tables to extend the Snort DB to support the BASE

tables functicnality

- ¢ w/var/www/html/base? = = — i
base conf.php## c ¥ BASE - & 3% 7_



Basic Analysis and Security Engine
(BASE) Setup Program

Succassfully created ‘acid_ag’
Successfully created "acid_ag aler
Successfully created "acid_ip cache
Succassfully created ‘acid_svent’
Succassfully created bass_roles

Succassfully INSERTED Admin rols
Successfully INSERTED Authenticated User role
Successfully INSERTED Anocnymous User roles
Succassfully INSERTED Alet Group Editor role
Succassfully created ‘bass_ussars

Step 4 of 5
Operation Description Status
BASE tables Adds tables to extend the Snort DB to support the BASE functionality DORE

The underlying Alert DB is configured for usage with BASE.

Additional DB permissions

In order to support Alert purging (the selective ability to permanenthy delete alerts from the database) and
DrMSSAwhois lookup caching. the DB user "snort” must have the DELETE and UPDATE privilege on the
database "snort@"”

Mow continue to step 5.
L]
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e

®* P 2T f‘:g)aj’}"ﬁ%

- ?PPoPRI? ; = ASSS 2d?0T - Fri August 11, 2006 11:
= : 20O P snort(j [(Schema 277 )
Pp?o?RI?o : 2 =k : ?O???7j: [2006-08-10 23-21-08] - [2006-08-10 23-32-40]

S

e

Pp?= PR
jRi?=
PPqPT?

a?g?T?
— PEr AR PGR 2 2q 2T SR ITAS
T C 57X]7|7

— PP P Pe=a TG
T7

— RO PP 15 PEH -
-70O TEATTIT
Off=

- PO?XK?{ S5 ?7#A]7
i P

) ainfl] - L3
BEE KEE B350 R0 RAD

{*DOCTYPE html PUBLIC *"-//W3C//DTD HTHL 4.81 Transitional//EHN">

{r—— ﬁﬁgzﬁ%ﬁ%[gwnsm 1.2.6 {(christine) -->

<HTHL>

<HERD>
<META HTTP-EQUIV="Content-Type" CONTENT="text/html; charset=utf-8">
<META HTTP-EQUIVU=""pragma" COHTENT="no-cache" B —

<META HTTP-EQUIVU="REFRESH" CONTENT="188; URL=/base/base_main.php">
<TITLE>%- 3 E A48 [B2(BASE) 1.2.6 (christine)</TITLE>XLINK rel="stylesheet™ type="t
| )

HENERME ;; PRI 13_73
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5 A8 R )
c 5 F 75 X BASES T4 ¢ < :E 5 £¥ Bigh

A

S Al 171 l‘? ﬂ—\;,_CHARSETF’ FAMEUECN
UnicodeUTF-8%#% > F]pt 4 Eﬁvjssfp‘ ¢ 1

UTF-8%:#5 > & f%ﬁ“ﬁ’?pﬁ M o= UG IR
% 0 TPER $0L$ﬁ$m&ﬁ PNV W 4
BASE «3g 2k CHARSET >
/var/www/htmI/base/languages/chinese.Iang.
php® &

DEFINE( '_CHARSET , bigs" ); > # % %
i&g TR 3K "1 bIgSHE X Mg o

s e

i
2

W
R W
K
%
AF
4~
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S

S

EE

R S S L I L

FiFk @ P Hm P HWHE - Fri A iy 1[}1%%&%'00 46:08
k=3 : Fn August oo 46
% @ IP HimIP BHEE: snont@  (Schema BE: 107)
FiFE @ IP Hk IP ErRERSRs: [2006-08-10 23:21:08] - [2006-08-10 23:32:40]
ERFEGAESRE TCP UDP Icmp

ERI#EHERE TCP  UDP
ERIF#EAEE TCP UDP
H£RIFEMEEE TCP UDP o

ERFEAESFE TCP  UDP SUESHEH
K Hi SHE S REEEE

- 15 HEEA S
-EREHE S EaTi e

A 1 U AR SE T st

B 5 TCP {40%)

H: 2

AT 12397 UDP (60%)
I

= ZFEiE IP {3fhb 3119

o BRIP4t 3475 ICMP (0%)
o B IP sikgh 6599 |
. ol SIS 2895 SRR R (< 1%)

o TCP [ 91) UDP [ 2811} I
= Hit FEFIses: 3190
o TCP [ 68) UDP { 3129)

HEXERE

i PR 2 13-75
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e e

ZEEARIT5 |ZE(BASE)

[ Back ]

Error loading the Graphing library:
Check your Pear::lmage_Graph installation!

Image Graph can be found here:at http://pear.veggerby.dk/. Without this library no
graphing operations can be performed.

HEMERE e 13-76
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F7 =2 _\

N

- iz H_%] % 7 & Graphic Libraryiz 3 < % > % %7
? ’ = “\ ‘li\?'T -

#pear install Image _Graph-alpha Image Canvas-
alpha Image Color Numbers_Roman
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% # Barnyard

#cd /usr/local/src

#wget
http://nchc.dl.sourceforge.net/sourceforge/barn
yard/barnyard-0.2.0.tar.gz

#tar - xvzf barnyard-0.2.0.tar.gz
#cd barnyard-0.2.0
#./configure --enable-mysq|




% #Barnyard

#make
#make nstall

#cp /usr/local/src/barnyard-0.2.0/etc/barnyard.conf
[etc/snort

#vi /etc/snort/barnyard.conf (i :x 2 F 3K T)
Configure hostname:linux
Config interface:ethO

Output log_acid_db: mysqgl, database snort, server
localhost, user snort, password
yourpassword,detail full

S} e
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#cd /etc/snort
#vi bylog.waldo (p % 4-)
/var/log/snort
snort.log
1155273392
0

»
»

\H

(7 Z_snort.log e B R ie

>
»

r {7 A% 7 02 & 60 4% iemysql
HEMERE BN
ﬁ%%i‘%ﬁ e
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Fz#: barnyard

#/usr/local/bin/barnyard - c
[etc/snort/barnyard.conf - g /etc/snort/gen-
msg.map - s /etc/snort/sid-msg.map - d
/var/log/snort - f snort.log - w
/etc/snort/bylog.waldo &
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-‘—:;‘J A A G m’ < L =
H b 5 ~ - A /d B ‘2 N
~—

| root@linux snort | fusr/local/bin/barnyvard —« /fetc/snort/barnvard.conf = fetc/
snort/gen—-meg.mp — Jetc/snort/sid-msg.mp —d Svar/log/snort —f smort.log —v Je
tc/snort /bylog.valdo &

[1] 4387

Barnyard Version 0.2.0 (Build 22)

| root@linux snort |5 Opened spool file '/var/log/snort/snort.log.11533223262"
ERHOE: %o input plugin found for megic: albdcidd

Fatal Error, Quitting..

Exiting

[1]+ Exit 1 fusr/1ocal/bin/barnvard — fetc/snort/barnvard .con
f - Jetc/snort/esen-msg.map —s Jetc/snort/sid-msg.mp -4 /var/log/snort —f snort
Jog —v Jfetc/snort/bylog.waldo

| root@linux snort |7

HEXERE
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R ok % RIRE

e :TH TG 3% é_/varllog/snort/r‘ srsnort.log# &_
unifiedt& 3% > ¥ sc &2 5 3 R iEsnortm 78 pF 3K
cooutput Funified# ;8 > 45 v nrwj%% T AT
f«?%%%z?”l 0

#rm - rf /var/log/snort/*

- Blirlogs X7 & :Emysql?

#mysql - uroot - pyourpassword - D snort - e
“select count(*) from event”
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X Z_Snort2 Barnyard® £x g 5

- L gzdsnortf gxdbarnyard 0 o0 s
script » 3% % SuB S pFE (T
#!/bin/bash

/usr/local/bin/snort - Dg - u snort - g snort - c¢
[etc/snort/snort.conf

fusr/local/bin/barnyard - c
/etc/snort/barnyard.conf - g /etc/snort/gen-
msg.map - s /etc/snort/sid-msg.map - d
/var/log/snort - f snort.log - w
/etc/snort/bylog.waldo &

13-84
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olinkmaster

rSnorterules g dF &+ A28 - R & 2 L AT
& T feATawules{s £ £ #0342 Rk TR
— &R 0 Flt 3 - B 1 & Oinkmaster® 12

mwajﬂi%~-ﬁ °
» ¥ R IV rulesE & { A7m vRitrules E & BLiE
oRI SIDSE & 12 2T ; vRE SIDSE 2k m 7R

SIDSf:% 2 * o

. o
=
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% # Oinkmaster

#cd /usr/local/src

#wget

http://nchc.dl.sourceforge.net/sourceforge/oink

master/oinkmaster-2.0.tar.gz

#tar - xvzf oinkmaster-2.0.tar.gz

#cd oin
#cp oin
#cp oin

Kmaster-2.0
Kmaster.pl /usr/local/bin

kmaster.conf /etc



12 :zolnkmasterk <_%

#vi [letc/oinkmaster.conf

url = http://www.snort.org/pub-
bin/oinkmaster.gci/[oink code]/snortrules-
snapshot-CURRENT .tar.gz

#chown - R snort:snort /etc/snort/rules

» @ 3j oink code : %] 5 IR {7 SnOrtedL Ry e 1
VRT= 44 17 » FRIp 47 T * » 7
i? * oink code™ ;% > EIp A FUFE D] -
B A% > 114 * oinkmaster™ §trules

P R 13-87
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£

B ¥ 0Ink Code

ermail

passwword

HOT REGISTERED?
USER PREFERENCES

e BLE |'\ T = LCNCR T S00EETIEE /‘I
= [ =] Snort Subscriptien Offerings ,r_:;‘.‘f

L > L > Sourcefire Information and Updates ;Sé;-

Subscription Services

Purchase Datc

Click hers to purchase Snord Subscripticn Services

Cinkmaster Download Codes

To continue using Cinkmaster to download Snort rules, vou must generate an Oinkcode belows .

HOTE: Oink Codes ars now generated bassd on vour usernams and do not requirs an Internst IP address of the
=nort box. Previous Qink Codes generated with an IP.address will 2till work as expected.

To generate an Oink Code, please click Get Code below

If wou experience any . izsues generating an Qinkcode, please contact snoerd-siei@=sourcefire. com

Hote: Always werify rules file names here.

Edit ocinkmaster.conf. Modify "url™ to:

uri = hitp:/fweew =nortorg/pub-bindoinkmaster cgicoinkocode here>i<filenames
Exampis for snort 2.3:

Change: url = http ifwe v snort.orgidlirule=siznorrules-snapshet-2 3. tar.g=

to

http e we ' =2nort.org/pub-bindocinkmaster.cgi’cala3 848 c15aZ278e 101 2el1 cB4bdcEfabSar beZadl/znortrules-snapshot-

23 targ=z

T T v
zozzz I = 2o
Ghdakwd  feriRicigr)

S=t Code

VL

RRLE > 13-88



Oinkmaster =4 #«

- -0 <OUTPUT_DIRECTORY> : 5 &_F i\l = {s e
rules& *c ¥ >R B P & o

+ -p <BACKUP_DIRECTORY> : :},3 TH 2
rules& ¥ ** 78 p 4 > oinkmaster ¢ 3= ¥ 0
rules® # = #% % = rules-backup-2006XXXX-
0919XX.tar.gz=d =45 > T3 3~ P & o

+ ¥ 14 F oinkmaster=z fcrontabi2 _p 3 7

A A E FEE D 13-89
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~ e

» Snort-inline @ 4

- Snort-inlinei& i+ 3¢

» Snort-inline#73 cH2 Y 7 &
- Bridge mode linux

- Snort-inline=x % = &

- & ZSnort-inline

iz :zrules-Snortconfig 4 5

L HEMERE R B
mmef TS T
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Snort-inline IPS # /i

* Snort-inline&_d snort iz ¥ & hd 7 » &K 5B %
itz rra Ko snortE_glibpcap k fB e g b
3t @ > snort-inline 5 7 7 [Ptables/Eid » F]pt v
_* libipgsélPtablessnQUEUE ¥ f2~4ts T >
g BRRIRRNS 0 AT g e A R E
50 RS R P A 3 2 rlPtablesiz it 3t @
LI RRTF - ARV ILE

HF AR E SR > 13-92
TRTSHY



Y

Snort-inline & T # ;¢

Snort-inline
User space T
libipg |
___________ QUEUE -
Kernel space

| 4
cee e + oo -.--_} |<-:> cea
Layer 2 A ﬁptables iptables

Layer 2

N ERHEEZ

W g

4y
% 35
RS Wl

(s



Snort-inline 773 sw g & iF

- drop : 2 ixiptablesZ # 3+ # - T i iEsnorten
Foredkit e o

- reject . £ riptablesZ 3 4t ¢ > I & Esnortsn
N edkite ; F ETCPE: 2. pF:i¥ - BTCP resetw
4 > de% FUDP 763 0 32— Bicmp port
unreachablew 3 -

- sdrop : £ FriptablesZ 3 #t# > ¥ % sedkdte o

HENERNE RELE D 13-94
FRALTLHY



Snort-inline x73g LR {7 #°

- replace : a.Snort-inline .Y e i 5 1715 38 42
T8 ’

» VU GRrulesis st @ w0 AT
fF TR A RE o R AeE S mp\ FRORE R
— f;% O

¥ -3k

Alert tcp any any <> any 80 (msg: “tcp
replace” ; connect.” GET" ;
replace:” BET" ;)

Snort-inline#-z 43 TCP 80portits p % 3 GET e,
¥ » WBET k& ~GET

ﬁ_ﬁlj %ﬁﬁ Fﬁg }gﬁx > N 13_95
FRELHY T



Bridge Mode Linux

- Bridge Mode Linuxz % 2!—\;,_2 25 eKernel ) 3R
10 IR 22,65 hKernel + 37 i cLinux & 38 2
=
- & * Bidge Mode #+4F ki
— ¥ ORI LR
— Bridge Mode#_2 3 IPev > ¥ 1 FEi%3k # 7 € LIt
?ﬁ%mo

P R 13-96
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% #bridgex £ 42 ;¢

#yum install bridge-utils

o K HEx A » iR F IP;‘%—%%
#ifconfig ethO 0.0.0.0 up
#ifconfig ethl 0.0.0.0 up

- 3= = Frevbridge
#brctl addbr bridgename

L root DSt root]# ifconfig
b Link encap:Ethernet  Headdr Q0:d0:95 3020 928
JUF BROADCAST RUMHIMNG HOARF MULTICAST MTU:1%00 Metric:l
FH packet=:55609 error=:0 dropped:0 overruns:i0 frame 0
TH packet=:0 errors=:0 dropped:) overruns:0 carrier o
collision=s:0 t=gueuselen:l

Fr byte=s:2578615 (2.4 Mby TH bytesi0 (0,0 kbl

' HENERME TSN
mEelFE TS T -
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Bridgex £ A58 * ;2 /1 &

- & or bridgesfyk ix ¢ € Aot bridgesk iy ~ ID2
bridgep #13 e+ o

#brctl show
[root@s root]# brctl show
bridge name bridge id 5TF enabled interfaces
brd) G0, 0 H0 30840 no yniet.]
gthl
ggig;ﬁ% [RTIEN 13-98



Bridged & fz.3% # & /1

. P“J",f bridge
#brctl delbr bridgename
- 373 e+ Tlbridge ¢ 7 i E— RERLF 4D S B
bridge# w - » 7 s #bridge+r I|bridgesz
#brctl addif bridgename interface-name
. & bridged | Gi e
#brctl delif bridgename interface-name

PR B 13-99
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Bridgex E fg;% #* 2 /1
§$57f=t)rkj§363‘} |\4/\(: . é§ ﬁﬁ.;’ ;L N /”L,,l__ |\4/\(:
I8

#brctl showmacs bridgename

CrootEheas . root.1# brctl showmacs beo

port o mac addre i= local’ ageing timer

= QO 300 x4 -hr i (gl 174,03

= ﬂﬂ:ﬂﬂ:lc:-ﬁl o i Fio 4,49

s Q003 :ba: B - B 1 (gl=! 174,42

= GD:lG:bE:.Hl:ll'i I no 1,90

s Q0 :20:ed : S 3 {}- glm| 1,00

= 00 :20zz=c N : BN 10 gl 1,05

= 00:20ed: 1 ) ;1 = 0,36

s QO :Z0zred; B 2 1 glm’ =

= QD20 red: :h|ﬂ| o 0,98

= Q20 red: ]: |:1 (gl=) 0,298

s 00 A0 195 : W : BN 1 4N e o, 00

1 DD:ED:EE:'u1WI4 1 e 1,00

= 05 ;0020 D ;- g[=! 174,281
HF AR E IRTEN 13-100
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T
bridge 22 3 IP&7> 4o% 5 7 g3 p 7> 7 1Y
=~ bridge IP izt

#ifconfig bridgename IP netmask netmask up

HF AP E FEE 3 13-101
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Snort-Inline & =+ & &

- % % kernel source : “complierps ¢ & * 1
kernel ensource code @ F] & L % i kernel
sisource code o

#yum -y install kernel-devel

- glibc &% kernel header# i & kernel i *
% Fe, Tt & #-Jusrfinclude/linux:g B 3 R
kernel=sheader}

#mv /usr/include/linux /usr/include/linux.orig

#In - s /usr/src/kernels/2.6.17-1.2174 FC5-
1686/include/linux /usr/include/linux

[T 13-102

S} e

(s

W 8B

WY &
# =
BE i



Snort-Inline & =+ & &

#PCRE:snort% snort-inline #.2.1.05x 2_ 1<
ruIeSK1 IR pcre (perl compatlble regular
express) L = errule » F]pt & & HEpcreq ¥

S 28

#yum -y install pcre
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Snort-Inline % % & i

224 a

Z# Iptables : snort-inlineZ_%* libipg¥iptables:r
queuev’ FEE-F A F]p e dmEsnort-inlinepF 3
& “libipg.a” and “libipg.h” =5 B Z > & -
i linux*® F_3x iptables-devel:z # RPM®? > F]pt
£ L% 4=k o EecomplierpEv g

#yum -y install iptables-devel
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Snort-Inline % %% & i

- & Flibnet : i&H_snort-inline & * e {7
@ -reject > KTCPT ?;Biﬁ 4 — #TCP reset
it e ’ﬁr%ikUDPT 35 A 2 Icmp port
unreachablet = B?Wr,ﬁ, 3N E o B3R
% snort-inline i * & 1.0.x5% » @ * & Tk
1.1. X522 snort-inline T 2 4p % o
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NOrt-inNliNe % =

#cd /usr/local/src

#wget
http://www.packetfactory.net/libnet/dist/deprec
ated/libnet-1.0.2a.tar.gz

#tar - xvzf libnet-1.0.2a.tar.gz
#cd libnet-1.0.2a

#./configure

#make

#make Install




Snort-Inline =

s 0

& #Elibpcap : snort-inlinefr 4 %% 7 snorts

i > ¥ 1% libpcapfe ek i & $RE- 4t &

T 7% S tepdum
#yum -y install li
#yum -y install li

HEMERT
FRAZTIHEY

QeI 38 o

opcap

ndnet libdnet-devel
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= ;}':l
P
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% Zsnort-inline

-

» & Zsnort-inline © 2 e BT E

ts > %ﬁz? B 4% Zsnort-inline
#./configure --enable-inline
#make
#make install
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% #snort-inline

 7¥snort 2.3.0 RC1z_{¢ » § = & A~ cFisnortm 45
G0 3T ¢ 7 7 snort-inline sk b8 B p
dgcomplierz {¢ » L FapR A ssnort> & ¥ » &
*x & fusr/local/binz. ™= » F]ptcomplier= z_ {$ 3z ¥
B TR L ) RR S o

>
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X E G

 source codev¥ etcp &% ¥ =nsnort-inline.conf# |
Flletc/snort-inline® > 2Xig &R G 2L
snort.conf:s B¢ i3 esnort-inline.conf e i 4% > 2
Rrulesic g ehiz B

+ 3 T f gwules$s b Fl/etc/snort-inline/rules ¥ % &
ik LR
c B3R A3 FREE -QenfiN 3 7 «jg’”
iptabless"QUEUE @ 3§ P~4f ¢ Tl
T s an S 15:110



s e

:TRULES

SNOIt¥g 3k E'v"JI’U|eS"]’5'3 N3 & EE X f:"rr’v”vﬁ T Eﬂ
pl AV & R-U erulesiz iz

ort-i
7 0 ippFsnort-inlineq € 3o v ¥4 5] en fg :;&snort_
inlinesHL P #-v F 3 & P E_13 x4t e ehp %

« P
+ & B ehErRitrulesd &AL 13 T 0 7R

FAEARE o
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A

snortconfig

- * snortconfig:z B Perl4z ;¢ i2 222\ ¢ ehsnort-
inline ruless {7 & {§

#cd /usr/local/src

#wget
http://www.shmoo.com/~bmc/software/snortco
nfig/Net-Snort-Parser-1.32.tar.qz

#tar xzvf Net-Snort-Parser-1.32.tar.gz
#cd Net-Snort-Parser-1.32
#perl Makefile.PL




snortconfig

#make

#make test

#make install

- snortconfig® 14 * ?p £ x\;&ﬁﬂ.m ALk A B
{ Fesnortsri2iL ) » HZ 4o s

» snortconfig -file <SNORT_CONFIG> -config
<CONFIG> [-verbose] [-directory
<OUTPUT_DIRECTORY>] [-honeynet] [-Inline]
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snortconfig

+ -file <SNORT_CONFIG> * 35 Zsnorts: snort-
inline % js 4% » snortconfig#-% -+ snort s snort-
inline 2 fc #% P rules*c & iz ¥ H 712 22 d

¥ o

2 L
A)

- -config <CONFIG> : 5 Zsnortconfig e a
Fo o TR E AR F 3 Erules o

» -directory <OUTPUT_DIRECTORY> : 35 & i2
PR {8 rulesk A g ST IRR P gk oo
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snortconfig

+ -honeynet : %] = Honeynet& g [# cng_p IR 4
B o FIpt @k QLIE IR PR g R IR PPN
Bp i3 K o

c-inline : & @ % iz B:EF > 1 ¥ 11 asnortconfigen
ER ST @ % snort-inlinesndF sk 7 & 0 dedrop o
sdrop -~ reject ~ replace® -
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snortconfig

» Snortconfig e js #% ¢ ¥ &-¥frulessndy & ~ sidz
classification ¥ = & * ;% Xk 2 zzsnort =R >
P! e

2 £

- files @ B :xis Srulesky & ¢ 2 477 rules °

»sid @ ety orules? 3 EA&SIAE F 8 g
=S1d 5 crrule o

/

- classification : A :x#7y rules® 3 &
classtype® = & & it f% ¢ ¢nclassification:=n

\\

rule -
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snortconfig

» snortconfig® iz :zalert ~ disable ~ drop -~ log -
replace - replace_or_drop » reject ~ sdrop & ~
fasnort rulessnizé > H % & £2snort% snort-
iNlines 3L (78 T & ¥ — then > F]pt 3 HK-7
fe T Ao o

- disable : Zrules m 4¢ F#:I!s—lfi fild o

- replace : &r%rule{'/ e px G HER g
e I EE S - AR B /‘iim”“q"%*}%v;tﬁﬂﬁé’
P\ 2N o
| HEMERE e B}
TDRaE s B s 18



snortconfig

- replace_or _drop : 4cdkruled_ i 3te poE V¥
i EFER S AP R R OFORB 1 R R

-‘-tj’ P\ ? » e b I'Ule'l i[—\lj P\ ? b ‘é‘": p,,_. ];.L 8]
% 0 rulesHF &= 4 P 3K 5 drop o

Ll LE w5 > 13-118
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snortconfig

JENNEE SN =S W

[files]

drop: porn.rules, virus.rules

[sids]

drop: 2122, 1866

[classifications]

replace: shellcode-detect

sdrop: kickass-porn, policy-violation
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snortconfig

+ H#porn.rules ~ virus.rules2 R FH P #7F rule s & 4
Fhec 5 drop e

+ Fo 977 rules® sid 7 2212 ~ 18665717 #+ 1§ 3R i< 3
drop -

+ 3= #773 rules® classtype = shellcode-detect: {7 &
Fhez & replace » 3R NEHS AR I £ R DFOR B R L
HePpF e

+ 3= #173 rules® classtype  kickass-porn % policy-
violation {7 # 1 3% < 5 sdrop » if‘u{a‘a He F A
LV S -
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snortconfig

o 4rdk A Srig FRetrulesE B AL ik 0 FREE R T 03

:23E 3% " Honeynet Project(www.honeynet.org)
srisnortconfig e is 4% 3 =xrules -

#snortconfig - f snort-inline.conf - config

HONEYNET.config - directory /etc/snort-
Inline/drop_rules - inline
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snortconfig

- JB 71 % snort-inline.conf¥® rule*c ¥ iz % » ¥ 3
&g * -inline %#

. 12 2214 3z 1 $= Jetc/snort-inline/drop _rules* i
¥ e#73 rules#s b Isnort-inline.conf® rulex ¥
il I

T eSS T s



B

root@ [inux:/etc/snort-inline/d rop-rules
mEE, HmeEE: BT SRl oEER) FHEVHD

drop tcp SHOME_NET 8002 —= SEXTERMAL NET any (mesg:"ATTACK-RESPONSES oracle one -
our install”: flow:established,from server: content:"Oracle Applications One-—Ho

r Install"; reference:nessus.10737: classtype :bad—unknown: sid:1464: rev:s;)
drop tcp SHOME _NET 749 —» SEXTERNAL_NET any (meg:"ATTACK-RESPONSES successful k
dmind buffer overflow attempt"; flow:established,from server: content:" GOEELE™
: depth:S: reference tbugtrag.373]1: reference thugtrag 6024 reference icve ,2002-1

¥: reference :icve ,2002-1235; reference:url,.www.kb.cert.org/vuls/id /873073 clas
tvpe isuccessful—admin: sid:1900;: rev:10:)

root® [inux:/etc/snortinline/drop-rules

w=F HFEE Anl SRRl oEE XiH
alert top SEXTERNAL_NET any —= SHOME NET 22 (meg:"EXFLOIT ssh CRC2Z2 averflow /bin/sh":

flow:established ,to server: content:"/bin/sh"; r‘eglace:"|23 EA 85 63 4B 96 84|"; refere

nce thugtrag, 2347 reference tcve ,2001-0144: reference icve ,2001-05372: classtypeishellcode
~detect: sid:1324: rev:if:)
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IPtableszk #_

¢ 2 AT S snort- |nI|nen\44—\|OtabIerﬂqueue‘:l P
e o F] R L% Zip_queue module

#insmod |p_queue
- Iptablesf #-%& i% igsnort-inlines & it 4 @
* F|QUEUE target

2/

$é >
iptables - A OUTPUT - p tcp --dport 80 - |
QUEUE
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Ex#> snort-inline

o Zsnort-inliner?-Qenfic;N 3 742 %k » F B RN
T g m2iliEl Vi 2 75 IPtablesds 4 ¢ 3%
Z I/QUEUE"® % #snort-inline&zJ2 » & &_snort-
inline¢ri 3 317 > Flt 913 chit e 30 2 QUEUE
#om iy RN LR

#snort-inline -D -d -c
[etc/snort_inline/snort_inline.conf -Q -1 ethl
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