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o PN FREER T P
— HTTP(80 ~ 443)
— FTP(20 ~ 21)
— telnet(23) ~ ssh(22)
— Pop3(110) ~ smtp(25)
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DMZ % ()

Lt
— $t & B L (Packet Filtering)
— ff‘&’** R /i 55 L g (Application-Level Gateway)
T B A (TR )R g 58 2 L 48 (Circuit-Level Gateway)
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DMZ % ()

o 7\ 3% 55 -Packet Filtering
— It applies a set of filtering rules to each incoming IP
packet and then forwards or discards the packets

— Filtering rules are based on fields in the IP and
Transport headers
e Source IP address B ... e TR

 Destination IP address
l"’nckc’l

® Transport port number nllﬂiﬂg ------------------- +
— Advantages: simplicity -
— Disadvantages:

— Difficulty of setting up filtering rules correctly
— Lack of authentication
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DMZ % ()

o 7 X5 4a%E-Application-level Gateway
— The user contacts it using a TCP/IP application and it asks the
user for the name of the remote host to be accessed.

— When the user is authenticated, it contacts the application on
the remote host and relays TCP segments containing the
application data between the two endpoints.

— If it does not implement the proxy code for a specific application,
the service is not supported and cannot be forward across it.

— Advantages: more secure than packet-filtering router

— Disadvantages: Additional processing overhead on each
connection.

Application-level
galeway

Outside

Incide host
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DMZ % ()

o 7 X354 58 -Circuit-Level Gateway
— It sets up two TCP connections
— It €-2>inner TCP user
— It €->outside TCP user

— It acts as a relay of TCP segment from one
connection to the other

— Advantages: flexibility
— Disadvantages: less secure
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ge i 38 5t NAT IR 75 ()

o +E-FNAT?

— NAT=network address translation

— a2 NATEZE ? s %v s - BIPH &
- fE P

— NAT- 4 pe & m$IP- 2 *

— P w iT% % % drwindows 2000 ~ windows
2003 ~ linux ~ freebsd % 7 £ #FNAT

— * Alrouter ~ switch(layer3:2 )% £ #ZNAT

8 #& FiclPAa 3 B L ENAT
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-IVAT%#%&

— NAT*QZEE B3 "'5’
— NAT & ;2 #’t e e
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e B2 38 0 NAT PR 7% (5)
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B8 NAT PR 72 ()

o NATH ki B4 r?
_ﬂig*mﬁ’dﬁmﬁ&kﬁ Sy N AN s
TR IPiak
bR E B B BNATZ 18 chie§s
grs/,} 7 Lk srouter'® ¥ 2k T NAT » & JF ¥ ¢Hpb
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e 15 38 nE NAT PR 75 ()
e FARELTRE

range Start IP End IP
Class
Class A 10.0.0.0 10.255.255.255
Class B 172.16.0.0 172.31.255.255
Class C 192.168.0.0 | 192.168.255.255
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BE Wi
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# JLNAT

. # iENAT
— 5 #ENAT - R 7 5 NAT R 3 30 2
— 7 #-E G IPH R L DMZek & 2 PRAR
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= i NAT(5)

o #F ANAT

Web server
192.168.0.1
A

y

NES A ) o B K S
internet Firewall

FTP server Database
192.168.0.2 192.168.0.3
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£ AL NAT(‘?:%T)

o A NAT
— FANATE B - - 8 - 2k T #5hitg
BRI oo» N2 E - By
— M SRPF A R };’%’** PR % (database) ¥ 7 Z
B IV 3B HArh anDMZ iz a W3R B Y web
servers #
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iy NAT(5)

o ¥ i NAT
=
o\
192.168.0.1
F%B%’%‘ED < > BBKH% < ; I:I
internet Firewall —
192.168.0.2
N\
192.168.0.3
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iy NAT(5)

o ¥ A NAT
— F 3 B ENATE 7 2 i B L3F + $64000 13 i
Rz K
— 23 FDHCPA ZIP > Bl# AANATH-L o 5 & L &
B
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e

WaAN
Router

Core =
Router .

Metflow
Collector

Trarsparent
Prowy

TE i TR iR s U EA FTEL M 25
NAT/Router NAT/ Router NAT/Router NAT/Router

Private IP Private I[P Public/Private Public/Private
Metwiork Metwiork IP Metwork IP Mabwork
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NAT 28 2831 ()

AR 3 ’\‘ %"2 ’f#— ’%ELL
— )3 > Z-NAT %4 J}(i )"jz, é] f\;’iﬁg;f}%
— s E - NATf
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NAT 7 1431 ()

Y "\ ﬁ\z 7}’#&’} \ﬂ‘!;'
— 1’%%@% % < R & layer 3
— & ;* ¥ 5 Edgexd s Netflow ~ IP3z 4%
— NAT# k2 %
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NAT % 23] ()
o H¢NER

R

EE

S

EE

e

Router
NAT
Firewall

33

Transparent
Promy

s 78 & i i o E T ECHE 13
Layer 3 Router Layer 3 Router Layer 3 Router Layer 3 Router

- e o o

Privata IP Private |P PublicPrivate Public’Private
Matwork Metwork IP MNetwork IF Network
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NAT 2 mﬁ ()

° ’\ f'\? 7;# ,%}E‘L
— Exnb OO ,:_NATI%&;% » EZIPEF 3 IPY A 3 i
— H RA RSB SR 0
— Logi4x& 2 {7 % %
e Transparent Proxy Server3 Netflow Collectorsx ¥
*+Core Router} B sc Jx 3] & Féir’v’ﬂSource P&z

Destination Pz 4% » { e 1 * i = B g 4
AR AP --ELA
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NAT 2 1 2.41(4)

BP VIR el Bk

- KA PR

79 = mThroughputh*Sessmnsﬁx
= & sl 48 ;8 (ASIC base)

N\ P
;I
4ot 7B R
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#x K8 ;1 (Software base) NAT

s YT ET 0 MANATS B GEH S %
—§®F >~ 57
— ¥t B R \NAT#EPEvﬁ CORF D EIEB T
I A eI B AR ¥ ene FARG power i
B E)
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# ¥ 7\ (Software base) NAT(%)

o Serverr F it E K Bk 0L -—f;rs AR P
» 5 TENAT
o EZ ¥ freebsd

— freebsdp = = #17 Y45 > & %] 5 IPFW2(IPFW) -
IPFilter(ipf) 2 Packet Filter(pf)

— ~]IPFW 2 IPFilter %k 7 5 NAT end# 3% 74 ic

L HFAMME EEE 2 12-67
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# ¥ 7\ (Software base) NAT(%)

e Freebsd # s:

— IPFW2(IPFW)
« =5 B % = & MAC address ~ MAC type % VLAN
¥ oaL o
5 TCP - UDP -~ ICMP % ¥ #f & % i 7 2t (keep
state) -

o & B & ATHE v (divert)# it o
o #7347 B 414 (dummynet)# s o
« NAT# 4 # & (natd)
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# ¥ 7\ (Software base) NAT(%)

e Freebsd # i:
— IPFilter

o 2 TCP ~ UDP ~ ICMP % ¥ #f # /# i ¥ 21 (packet
state) -

o LIP 4# %75 4 & F A (fragment state) > * F ke
R E* PTG s Bdte b oo

o 3t & #7¥ v (redirection) o

* # 4t ¢ 4 57 (packet header) % i * ¥ 4p T ;¢

PaaFE * oo

« #75 Large NAT# 1 # it (ipnat) -
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# ¥ 7\ (Software base) NAT(%)

o IPFW -~ IPFilter’y 3& i=NAT## &t 974 iy
e IPFWE 3 4+7 F ¥ - & patdiz & Uerland 42
;i3 3 7 > @ IPFilterp] 2_E # # Kernel SpacesZ
@ %= (i &+ o ZIPFilters ik ig %)
* IPFilter iegk 3" st s 5 g 21 = 2 ANATHR » 7
B 4 B sIPFiltersnh 4042 N i £ £ 375 F 0 7
iz B & AINAT R R B
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# ¥ 7\ (Software base) NAT(%)
© AR =

eml: 210.71.10.253/24
IP Pool: 210.71.1000027

FreeBsSD

MNAT
emb: 210.71.22,254/24

o i g a =k F 17 L
Layer 3 Router Layer 3 Router Layer 3 Router Layer 3 Router

AE A S AR g




#c ¥ 3 (Software base) NAT(%)

ok SARBITE
— NATz54 d IPFilter & 232 » |5 L 45 3% 4 FIPFilter ¥
L RBSUF| Z AR B fhr ey IPFW

JFelJ2.

JER 0 S

OS FreeBSD 5.4-RELEASE-p4

CPU Intel Xeon 3.2G *1(disable HTT/SMP)

RAM 3G ECC DDR

BUS PCI-X 133 *2

NIC Intel L000MF(1000base-SX) *2
HEMERE e R -
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#c ¥ 3 (Software base) NAT(%)
N 3

options CPU_ENABLE_SSE

options TCP_DROP_SYNFIN

options ZERO COPY_SOCKETS

options IPFIREWALL #{55 FIPFW?2

options IPFIREWALL_ VERBOSE

options IPFIREWALL_DEFAULT _TO_ACCEPT
options IPFIREWALL_FORWARD

options IPFIREWALL_FORWARD_EXTENDED
options IPFILTER #{s£ F IPFilter

options IPFILTER_LOG

options IPSTEALTH

¥

o\

220 % s

FreeBSD Kernelz: 7

RELE 2 12-73
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# ¥ 7\ (Software base) NAT(%)

c TR ARPCARE
— R 4senlPFilter? > sessionss 7 ¥ & 337 i
— #-NAT _TABLE _MAXZ% NAT_TABLE_SZ:%#c %
X R 2 3§ iEsessionseNAT it ka2 3
183 i%sessions

{&&/usr/src/sys/contrib/ipfilter/netinet/ip_nat.h
define NAT_TABLE_MAX 180000
define NAT_TABLE_SZ 16383

HA MR E T > 12-74
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# 1 ;¢ (Software base) NAT(4)
c FEIRPCAESF)

kern.ipc.nsfbufs=13312

kern.ipc.maxsockets=32768

S AN S
kern.ipc.nmbclusters=81920
kern.ipc.somaxconn=32767

/boot/loader.con

S} e

(s

W 8B

Wy
#
BE Wi

;:}‘[_/—\—»

A AE

kern.maxfiles=131070
kern.maxfilesperproc=32767

HA IS S B R
net.inet.tcp.delayed _ack=0
net.inet.tcp.sendspace=65535
net.inet.tcp.recvspace=65535
net.inet.udp.recvspace=65535
net.inet.udp.maxdgram=57344
net.local.stream.recvspace=65535
net.local.stream.sendspace=65535
net.inet.ip.forwarding=1

#IPFilters: 8354
net.inet.ipf.fr_tcpidletimeout=600
net.inet.ipf.fr_tcpclosed=1
#Hipfw S B 5%
net.inet.ip.fw.dyn_buckets=65535

A__:}'[_H—»

e 3 letc/sysctl.confzz iE
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B

# ¥ 7\ (Software base) NAT(%)

« Dynamic NATX =Z_

FreeBSD
MAT

WAN

% Router

eml: 210,71.10.253/24
IP Pool: 210.71.10.0/27

emb: 210.71.22.254/24

33

Transparent

1B & M
Layer 3 Router Layer 3 Router Layer 3 Router Layer 3 Router

L O HEFRERE
sl r2S I

o

i A g B

R e

emOE N ENHI4E L
eml RS/ MR

FIFARP ProxyZzZEi7IP Pool
Address > ARP ProxyHy4d
KRS Frem LA BRI R5%
i o ARP ProxyZIr52h%
1% » HZEETTIPFilterdNATHA
Al » B[I52pE T Dynamic
NATHYE(E




# ¥ 7\ (Software base) NAT(%)

o [FNAEZ @ MK R
— P FEENATERE st R I - ppFs T RILE
2 IPRE e 2 4 N F B ehp e
— P2p#c g i 7 ¢ ¢ = NAT mapping table-:i# %
7 2 5

L HE AP E ENTE 12-77
mmEl 2SI T



# B 3\ (Software base) NAT(%)
* B i REK

#!/bin/sh

ipfw="/sbin/ipfw"

$ipfw -f flush

$ipfw add 1 permit ip from any to any via lo0

$ipfw add 2 permit ip from 127.0.0.1 to any

$ipfw add 10 deny tcp from any to any in tcpflags syn,fin

$ipfw add 21 check-state

$ipfw add 22 allow tcp from any to any in established

$ipfw add 23 permit tcp from any to any out keep-state

$ipfw add 24 permit udp from any to any out keep-state

$ipfw add 100 deny tcp from any to any 445,139,135,1433,1434,6667,1025,12345
$ipfw add 101 deny udp from any to any 1433,1434,1025,500

AR B

$ipfw add 501 permit tcp from 192.168.0.0/16 to not 192.168.0.0/16 limit src-addr 32
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NAT R 2 (4)

o LAy
— I35 E $132Mbps/292Mbps(IN/OUT)
— B X% & 7 iE 7]167Mbps/358Mbps(IN/OUT)
— CPU§ §* F T2k 51~2%
— SessionsT 3584 298 ~117F if

Firewall - Throughput

400 M

200 M

200 M

loe M

hits per second

[¢]
Sun Man Tue Wed Thu

From 2005/0&8/19 02:11:04 To 2005/06/24 00:02:32

M Inbound Current: 124,29 M Average: 132.88 M Maximum: 1&7.64 M
B Outbound Current: 258.75 M  Average: 292,24 M  Maximum: 358.10 M
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— T 337§ ¥ 73Mbps/212Mbps(IN/OUT)

— &3 &% g g ¥ i 3/119Mbps/326Mbps(IN/OUT)
— CPU§ & T304 4F £ 20~30%

3= //

— Sessions-T =i 488 ~10F i

NAT - Throughput

300 M
200 M

1o M

bits per second

[
Fri Sat Sun Mor

From 2005/06/24 11:22:13 To 2005/06/27 22:51:37

H Inbound Current : 53.87 M Average: 73.05 M Maximum: 119.58 M
B Cutbound Current: 129.98 M Average: 212.20 M Maximum: 326,22 M




NAT B2 (40)

o A RN L AEVSHRE A L a0 )
— $ B8V AINAT B = 3k 28 A 3 CPURJIZNAT & 4t 65
# 2L ASIC R 7 -
— PClI-Xem%e 2t 2B v i 80 0 — 8
-~ FRFFETRIOERIAFITL e m i
e fie

PRLE 12-82

S} e

(s

W 8B

WY &
# =
BE i



S

EE

S

e




B A A




5%3 %:

* MR EP B OV - BRI R L
L s DMZ i % o

HBXTAHHE ;



5%3 %E"“::

o =4 /
PR P Fjg DM ks 7}# L& r'/
VAN oD )z %‘Z T3
3. st 7t f#mlﬁséﬁ- gt o
A “\\




»

4
f

55

[

H P NAT 2% 2 5 R4k gL o




e

R

12-88

il
FOR
& 4
5
i 1)



=4 =

PEOR

FAERE
BELHY

P NATZE H 2 2

/

3

EEN




S} e

(s

Yy

i 3R

Module 12-4: & %

BE Wi

4~

iE(**)

12-90



S} e

(s

Yy

i 3R

BE Wi

;Eﬂ‘mﬂU

MZ% NATR * %5
v e 17 e ;\agpa % 5 1aDMZ2 NAT

12-91



LA

b pRF%35 mail ~ web %
’L_|. +H
=

K3
b4

DMZ{

Ex
~
AT

P~y
[F7 %5 78 (58 - 81)-3 * dull firewall

BE =
A% 2 DMZP iz PR R

,:F!
PP M

IF

|

P

F iR PR

|

24

1.

2.

AL

7L IR

3.

12-92

A
¢

il =
= &
b
Rt
fta v
3



S} e

(s

%= it 1 g (r-NA

M gg itDMZ 5 A o
firewall + g *NAT » 121
E»/;%EIPj:'»J R

1. 3 INAT £

2. 22 DHCP

3. #3INATH &

NERE v 4
e i %
o 4] :

4~

12-93



o O

S} e

(s
My

K. Egevang, P. Francis, "The IP Network Address
Translator (NAT)", RFC 1631, May 1994.

P. Srisuresh, M. Holdrege, "IP Network Address
Translator (NAT) Terminology and Considerations”,
RFC 2663, Aug 1999.

T. Hain, "Architectural Implications of NAT", RFC 2993,
Nov 2000

Y. Rekhter, "Address Allocation for Private Internets:,
RFC 1918, Feb 1996.

The FreeBSD Project, http://www.freebsd.org/

IP Filter - TCP/IP Firewall/NAT Software,
http://coombs.anu.edu.au/~avalon/

RELE 2 12-94

W
BE i



92{@;%

2

7. IPFirewall, http://www.freebsd.org/doc/en_US.1SO8859-
1/books/handbook/firewalls.html

8. PF: The OpenBSD Packet Filter,
http://www.openbsd.org/fag/pf/

9. Eric Maiwald, ¥ 3t % > (Network Security: A Beginner's
Guide, 2/e),2004,5 7 ) w4t

10.Robert L. Ziegler,g #Linuxf# L j&iptables & * > @
$,2004, + + 4

11.The netfilter.org project. Linux 2.4 NAT HOWTO, from

the World Wild Web:
http://www.netfilter.org/projects/iptables/index.html

12.Craig Hunt, TCP/IP Network Administration, 2006,
O'REILLY

L O 12-95

S} e

(s

W 8B

WY &
# =
BE i



