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Service control — determine types of
Internet services, in/out bound.

—Used in most FW

» Direction control —determine the
direction a service can allow to flow thru
» User control —which user is allowed to

access
» Behavior control —control how a service iIs used
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Dynamic (stateful) packet filter
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Netfilter tables and chains

tables
Filter point _
filter nat mangle
INPUT ©
FORWARD ©
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Match Arguments

parameter specified

« TCP
« UDP
P * ICMP
* A protocol name from /etc/protocols
 All

-S  network name
* hostname
-d | * subnet (192.168.0.0/24 ; 192.168.0.0/255.255.255.0)
' * ip address

 Interface name

-0 * Interface name ends in a “+” (eth+)
--sport » Service name
* Port number
--dport  Port range (1024:65535)
52 PR D 8-38
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Chain

INPUT
FORWARD
OUTPUT
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.j REJECT
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mangle

mangle
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root@ dns:~

File Edit View Terminal Tabs Help

[Tootldns ~]# iptables -L |
Chain FORWARD (policy ACCEFT)

target prot opt source destination

Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destination
[Toot@dns ~]# [] E

> F* iptables—L & 39 P w1 T & LA & > B
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root@dns;~

File Edit View Terminal Tabs Help

[root@dns ~]# iptables -L bt
Chain FORWARD (policy ACCEPT)

target prot opt source destination

ACCEPT tcp -- anywhere mail.nonspam. tw tcp spts:1024:65535

dpt:http state NEW

Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destination
[root@dns ~]# []
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Routing
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OUTPUT
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root@ dns:~
File Edit View Terminal Tabs Help

[root@dns ~]# iptables -A INPUT -s 192.168.0.1 -j REJECT
[rootiédns ~]# iptables -L
Chain FORWARD (policy ACCEPT)

target prot opt source destination

Chain INPUT (policy ACCEPT)

target prot opt source destination
REJECT all -- 192.1683.0.1 anywhere
-unreachable

Chain OUTPUT (policy ACCEPT)

target prot opt source destination
[root@dns ~]1# []

reject-with icmp-port

4]
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Filter
mangle

Routing
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application

OUTPUT

Filter
nat
mangle
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FORWARD
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rootid dns:~

File Edit YView Termnal Tabs Help
[root@dns ~]# iptables -A INPUT -i eth0 -p tcp --dport 21 -j DROP

[rootédns ~]# iptables -L
Chain FORWARD (policy ACCEPT)

target prot opt source destination

Chain INPUT (policy ACCEPT)
target prot opt source destination
DROF tcp -- anywhere anywhere tep dpt:ftp

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
[Toot@dns ~]# []
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root@® dns:~

Fle Edit View Terminal Tabs Halp

[root@dns ~]# iptables -A INPUT -p tcp -s 192.168.0.1 --dport 21 -j DROP |£
[root@dns ~]# iptables -L
Chain FORWARD (policy ACCEPT)

target prot opt source destination

Chain INPUT (policy ACCEPT)

target prot opt source destination

DROF tep -- 102.168.0.1 anywhere tep dpt:ftp
Chain OUTPUT (policy ACCEPT) N
target prot opt source destination 4
[rootBdns ~]# [] B

e JEH* % 25102.168.0.1:8 5] A % 214
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root@dns;~

File Edit View Terminal Tabs Help
[Toot@dns ~]# iptables -A INPUT -p icmp --icmp-type echo-request -s 192.168.0.1 -j DROP %

[root@dns ~]# iptables -L
Chain I'ORWARD (policy ACCLIT)
target prot opt source destination

Chain INPUT (pelicy ACCLIT)

target prot opt source destination

DROP icmp -- 192.168.0.1 anywhere icmp echo-request

Chain OUTPUT (policy ACCEPT) E
target prot opt source destination

[root@dns -]# [| E

HEXERE
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root@ mail:~

File Edit Niew Teminal Tabs Help

[root@mail ~]# ping 192.168.0.254 =
PING 192.168.0.254 (192.168.0.254) 56(84) bytes of data.

64 bytes from 192 .168.0.254: icmp_seg=0 ttl=64 time=0.147 ms
64 bytes from 192.168.0.254: icmp_seq=1 ttl=64 time=0.137 ms

——— 192 .168.0.254 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1000ms il

rtt minsavg,/ max,/mdev = 0.137,/0.142,/0.147/0.005 ms, pipe 2 '
[root@mail ~1# | B

1Rl & AIEdgicmpdt s T OBl G K T Ahicmpit @

root@ mail.~

File Edit \iew Terminal Taps Help

[root@mail ~]# ping 192.168.0.25< =
PING 192.168.0.254 (192.168.0.25£) 56(84) bytes of datsz.

——— 192 .168.0.254 ping statistics —-—-—
{ packets transmitted, 0 received, 100% packet loss, time 5998ms

[root@mail ~1# []
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Denial of Service

nl,

T T ARE B g 0 A #F 4 3F 5 DoSeng
o NPT AL F PEFET R o Ao AT

—

root® dns:~

File Edit View Temminal Tahs Help

[root@dns ~]# iptables -A INPUT --protocol tep --tcp-flags ALL SYN,ACK,FIN -j DROP £
[root@dns ~]# iptables -L

Chain FORWARD (policy ACCEFT)
target prot opt source destination

Chain INPUT (policy ACCEPT)

target prot opt source estination

DROP tcp -- anywhere anywhere tcp flags:FIN,SYN,RST,PSH,ACK,URG/
T'IN, 5¥N,ACK

Chain OUTPIT (policy ACCEPT) E
target prot opt source destination

[root@dns ~]# [] -
HENBERME PR > 8-50
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Iptables nat

o Iptables#t st #Z e INAT
— SNAT
— DNAT

EL
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Destination NAT

o Destination NAT ¢ :x % 3t 0p e % > — &L
et B f T VR g 3 P
AR T 3 =0 pinth
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mﬁﬁfﬁ FEE 2 8-53
| IH A Ay



Source NAT

o Source NAT ¢ :c % IP3t e chk Rk » B4 ol
B LAIPG

-
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NAT Server
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INTERNET
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TR g PIRE
© R GRIO2168.0.0245 B i L T 158

163182268%%@%‘@ P PR R AT RN o
o -0LWlS T TREES Bl Rt o

root@dns;~

Fle Edii View Terming Tabs Help

[root@dns ~]# iptables -t nat -A POSTROUTING -o ethl -s 132.168.0.0/24 -j MASQUERADE -
[root@dns ~]# iptables -L -t nat

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

Chain POSTROUTING (policy ACCEPT)
target prot opt source destination
MASQUERADE all -- 192.168.0.0/24 anywnere

Chain PREROUTING (policy ACCEET) r
target prot opt source destination |
[root@dns ~]# B
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root@dns~

File Edit \iew Terminal Tabs Help

[root@dns ~]# iptables -t nat -A POSTROUTING -o ethl
[rootBdns ~]#

[rootddns ~]# iptables -L -t nat

Chain OUTPUT (policy ACCEPT)

target prot opt source destination
Chain POSTROUTING (policy ACCEPT)

target prot opt source destination
MASQUERADE all -- 192.168.0.0/24 anywhere
Chain PREROUTING (policy ACCEPT)

target prot opt source destination
[rootBdns ~]#

[root@dns ~]# iptables -F -t nat

[rootBdns ~]#

[root@dns ~]# iptables -L -t nat

Chain OUTPUT (policy ACCEPT)

target prot opt source destination
Chain POSTROUTING (policy ACCEPT)

target prot opt source destination
Chain PREROUTING (policy ACCEPT)

target proct opt source destination
k[ruut@dns ~# D

-5 192.168.0.0/24 -j MASQUERADE

(]
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PREROUTING
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ethOPE L AgES Web Server
ethl F1E(HEEE FHip(iihh:192.168.0.254 192.168.0.1
163.18.22.68 Gateway:163.18.22.68

ADSL

INTERNET [EEip
163.18.22.68

NAT Server
Firewsall

FTP server
192.168.0.20

| HFAERE PRI > 859
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e 2 d bl A A $5163.18.22.1
3 88 80 PR 51 5 ) 283 5192.168.0.1

root@dns:~

File Edit View Terminal Tabs Help

[rootldns ~]# iptables -t nat -A PREROUTING -p tcp -d 163.18.22.68 --dport 80 -j DNAT --to 192.168.0.1:80 |2
[Toot@dns ~]# iptables -t nat -L

Chain OUTPUT (policy ACCEPT)

target  prot opt source destination

Chain POSTROUTING (policy ACCEPT)

target  prot opt source destination

(Chain PREROUTING (policy ACCEPT) i
target  prot opt source destination

DNAT tcp -- anywhere mail.nonspam.tw  tcp dpt:http to;192.168.0.1:80 i
[rootddns ~]# ] v
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Standard Source NAT id * =%/

-

# iptables -t nat -A POSTROUTING -0 #Fi% 4/ & -] SNAT -to--source X ik iz at

° "5!’5‘_‘}3’3
— kiR H- y > - Ky > i@ Eportd F(TCP/UDP)

J éﬁ@d
— #4te kR { 51234
# iptables -t nat -A POSTROUTING -0 ethO -j SNAT -to--source 1.2.3.4

HESBRE PR 2 8-61
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Standard Destination NAT :d *

i

/

-\

° i W ;\? E
# iptables -t nat -A PREROUTING -i pr i 4/ % -] DNAT -to--destination p = = xt

# iptables -t nat -A OUTPUT -0 ¢t ix /i % -] DNAT -to--destination p == it

o %@ ]
— ¥Fte P e R ¥ Y 55.6.7.8
# iptables -t nat -A PREROUTING -i ethl - DNAT -to--destination 5.6.7.8

— BB A& :x 3567803 > 2xix 3]127.0.0.1
# iptables -t nat -A OUTPUT -d 5.6.7.8 -] DNAT -to--destination 127.0.0.1

RRLE > 8-62
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iptableseri 3 2238 i

# Iptables-save > /etc/iptables0925
o B2k TP T I letcenT™ niptables09254% %

# iptables-restore < /etc/iptables0925
o i3 enLPliptables09254% % R Tk 4

TRRIHY T



B frE g R p B

o BRISPFp #hLH !

# chkconfig iptables on

o e frd .

# [etc/init.d/iptables start

e @R !

# letc/init.d/iptables stop

o ¥ ATETH !

# letc/init.d/iptables restart

R 8-65
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Module 8-3 : FireStarter

o FireStarter§_— zcopen sources 4% it |5 X J§Fe &
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FireStarter g = 4k

o http://www.fs-security.com/
o & ik % fALinux Distribution% 25 » >
— Fedora
— Red Hat Enterprise
— SUSE
— Ubuntu
— Debian
— Mandrake
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7% RPM % # % 2 FireStarter

» 11Fedoracore 4 &) > T 47 & SHRPMA

e http://fedoraproject.org/extras/4/1386/firestarter-1.0.3-
0.fc4.1386.rpm

* ERIPMAR S 40T ]

root@jp:/opt

File FEdit View Terminal Tahs Help

[root@ip opt]# ls =
firestarter-1.0.3-9.fc4.1386.rpm
[root@ip opt]# rpm ivh firestarter 1.0.3 0.fcd.1386.rpm I
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F1* Source Tarball % %

» 3t F % §'Source Tarball#h & g 7 %03
o http://www.fs-security.com/download.php

% %

# tar zxvf firestarter-1.0.3.tar.gz
# cd firestarter-1.0.3

# ./configure —sysconfdir=/etc
# make

# make install
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FireStarter=r= 42 i 2k 2_

Please select your Internet connected network device from the drop-down
list of available devices.

BiREgERE : [ Eﬂﬂerﬁetdevice (ethO) ¢

Tip: If you use a modem the device name is likely ppp0. If you have a cable modem or a
DSL connection, choose eth0. Choose ppp0 if you know your cable or DSL operator uses

the PPPoE protocol.

= S R R i
A DHCP 7B 1P Hiiti
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Firestarter can share your Internet connection with the computers on your local network
using a single public |P address and a method called Network Address Translation.

+| Enable Internet connection sharing

Local area network device: [ Ethernet device (eth1) = ]

«| Enable DHCP for local network  Explain the DHCP function...

= DHCP server details

Keep existing DHCP configuration

® Create new DHCP configuration:

Lowest |P address to assign: 192,168.0.100
Highest IP address to assign: | 192.165.0.150

Mame server: 192.168.0.254

@t—H® | [ TF-EE  @EmEQ
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The wizard is now ready to start your firewall.

Press the save button to continue, or the back button to review your choices.

+| Start firewall now

Tip: If you are connecting to the firewall host remotely you might want to
defer starting the firewall until you have created additional policy.
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FireStarter 34, = & o

FEirewall Edit
Preferences

Events

Lock Firewall

(.

Status | Events l F’olicyl

Policy Help

Stop Firewall

Firewall
Status Ewvents
e Total Serious
Inbound o] L]
Active COutbound O o]
MNetwork
Device pocfial) Received Sent Activity
etho Ethemet 15.6 ME 34.8 MB 0.1 KBE/ls
eth1 Ethemet 843 8 MB 21.5 MB 0.0 KB/s
sito IPvE Tunnel 0.0 MB 0.0 MB 0.0 KB/s
dslo Unknown 13.0 MB 30.7 MB 0.1 KB/s
= Active connections
R H Btth R HAE¥5 | Program
122.1682.0.328 140.112.20.72 Z3 Telnet
122,168 .0.328 202.66.137.12 &0 HTTP
122,168 .0.328 Z202.686.87.23 21 FTP
122,168 .0.328 207.46.111.26 1263 Msnp

192.1688.0

192.168.0.
192.168.0.

38 Z207.

28 220

456.219.35
120,117 .62

.38 65.54.152.120

B0 HTTP
B0 HTTP
B0 HTTP
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+ |nterface

Policy

= Firewall
MNetwork Settings
ICMP ;i &5 |
To5 Filtering
Advanced Options

@ KB W) |

L O HEFRERE
T iRz s %Y

Events List

Blocked connections

« Skip redundant entries

Skip entries where the destination is not the firewall

Do not log events for the following

Hosts

Ports

| = HBIER) || + TR |

= BER) || +FHA |

| X BUK(C) | | ¢PAccept |



= |nterface Pnlicy Editor

Events Rule editing

Apply policy changes immediately

= Firewall
MNetwork Settings
|ICMP iR A
ToS Filtering

Advanced Options

‘@?ﬁﬂ(ﬂl‘ | X FUH (C) | | &P Accept |
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< |nterface Network SEﬂiﬂgS

Events Internet connected network device
Policy e | Ethernet device (eth0) * |
= Firewall

Local network connected device

[EREIEER | Ethemet device (eth1) % l

ICMP &5 H
ToS Filtering ¥ Enable Internet connection sharing
Advanced Options Enable DHCP for the local network
(@*BW | | X WHC© | | PAccept |
L O HFHERE PRI > 8-83



Eirewsall Edit Ewvents Policy Help
= m
Preferences Lock Firewall Stop Firewall
Status | Events l I:’:::Ii::yl
Firewall
Status Events
é Total Sericous
Inbound L] L]
Aoctiv e Outbound L] [t
Metwork
Dewvice XY Received Sent Aoctivity
etho Ethermeaet 15.6 MB 348 MB 0.7 KB'/=s
eth Ethemet 843 8 MEB Z1.5 MEB 0.0 KBfs
sitO IPwE Tunnel 0.0 MB OO0 MB 0.0 KBfs
dslo Unknown 13.0 MB 307 MBE 0.1 KB's
|‘V Active connections |
= IR B gt R HE 5 Prograrmm
12922 162 _ 0. 22 1401122072 =23 Telnaet
192,188 .0.38 202.865.127.19 =20 HTTP
192168 038 203 .66 .87 .23 =21 FTP
122168 0358 Z207.456_.111.26 125632 Msnp
192168 0358 207 .46 _ 21292 .35 =20 HTTF
192,188 .0.38 Z220.120.117.862 30 HTTP
192168 0,358 5. 54 . 152120 =20 HTTP

L O HEFRERE
T iRz s %Y
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ICMP: i 5 B

= Interface ICMP Filtering
Events (‘“\I ICMP filtering allows you to restrict control packet creation and
Policy I;i reception by the firewall, potentially preventing Denial of Service

attacks, but also disabling many common network tools.
+ Enable [CMP filtering
Allow the following ICMP packet types

= Firewall

Network Settings

Echo request (ping) MS Traceroute Address Masking

ToS Filterin
Ad g [g} _ Echo reply (pong) Traceroute Redirection
vanced Options
Timestamping Unreachable Source Quenching
[@JF}?EII'LHJ ] | X Bug(c) | | &Y Accept ]

L HMEFEHERE
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Type of Service

v Interface TypE of Service Filteri ng
Events % Type of Service filtering allows you to prioritize network traffic in order
Policy Uf fcr certam applications to recieve higher troughput rates or better
Interactivity.
< Firewall

+ Enable Type of Service filtering

MNetwork Settings
ICMP &5 HI|

— Workstations
ToS Filtering e
—_ . ——— ervers

Advanced Options

Prioritize services commonly used by

X Window F47
Prioritize by maximizing the
o fiiEE
G

Interactivity

|@’TREI“:HJ | | X Huig (C) | ‘ &P Accept |
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FireStarter:&Fr 2k =_

< Interface Advanced Firewall Options
Events Prefered packet rejection method
Policy Reject with error packet

v Firewall ® Drop silently

Network Settings | Broadcast traffic

ICMP 18 ;&+5 Bl | Block broadcasts from external network
ToS Filtering Block broadcasts from internal network

Traffic validation

Block traffic from reserved addresses on public interfaces

[@':‘-}?EJ]'LHJ | x| | &P Accept |
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Inbound traffic policy3k _

Eirewall Edit Ewents Policy Help

+ = 52 ] .

Add Rule Remowve Rule Edit Rule

Status | Events | Policy |

Editing | Inbound traffic policy | % |

Allow connections from host

Allow service 8 For

HTTP 20 everyones

everyone

DMNS 53 everyones

Forward service Firewall Port To 8

HEXERE
TRATLHEY
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Add Inbound policy Rule

(s

Yy

W g
= 0

RE 1)

Allow service

Name |HTTP |+ |

1 |RO

When the source is

® Anyone LAN clients

|P, host or network

Comment

|web sewice| |

xEuE© | |+ Fe |




Forward service from firewall

Name |FTP [~ |

18 20-21

To internal host

IP orhost | 192,168 .0.100

18 20-21

Comment

e EuE(C) | | = mgaA) |




Outbound traffic policyzx =_

Firewall Edit Ewents Policy Help

L
Add Rule

| . |
l Status l Ewvents | Policy

Editing [C}utbcund traffic policy = |

® Permissive by default, blacklist traffic

Restrictive by default, whitelist traffic

Deny connections to host

Deny connections from LAMN host

Deny service 18  For

8-92
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Add outbound policy Rule

Deny service

Name BitTorreni| v

15 GEE]-6EEO

When the source is

® Anyone Firewall host LAN clients

|P, host or network

Comment

CxEus© | | + R |
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cthl #NE0HEES ethO PIHESHERS
ip : 163.18.22.68 ip: 192.168.0.254

NAT Server
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www.example.com
192.168.0.1

Sle
ftp.example.com
192.168.0.10

mail.example.com
192.168.0.20
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ethO PNELHERS
ip : 192.168.1.253

S

x|
ADSL Switch Hub

ethl YRSEHIES

ip : 192.168.1.254 NA_T Server
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